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Tiivistelmä. Tutkielman tarkoituksena on selventää EU:n uuden tietosuoja-asetuksen 
artiklan 25 mukaisten Data Protection by Design ja Data Protection by Default -
toimintaperiaatteiden ja niihin liittyvien muiden määräysten sisältöä, sekä selventää 
millaisia konkreettisia vaikutuksia nämä uudet säännökset tuovat rekisterinpitäjille ja 
henkilötietojen käsittelijöille. Tutkielman huomattavimpana johtopäätöksenä on, että edellä 
mainitut uuden tietosuoja-asetuksen määräykset voivat todennäköisesti osoittautua liian 
epäselviksi tai suurpiirteisiksi, jolloin niiden soveltaminen käytännön toiminnassa sekä 
niihin liittyvien vaikutusten arvioiminen asianmukaisella tavalla voi osoittautua 
haasteelliseksi etenkin rekisterinpitäjille sekä henkilötietojen käsittelijöille. Toisekseen, 
huolimatta sääntelyn nykytilan muutostarpeesta, rekisterinpitäjien sekä henkilötietojen 
käsittelijöiden keskinäisten vastuiden ja roolien jakautuminen on jäänyt myös tietosuoja-
asetuksessa harmillisen epäselviksi. Kolmanneksi, on hyvä huomata, että tietosuoja-
asetuksen yleiset periaatteet kuitenkin ehentävät sääntelykokonaisuutta huomattavasti ja 
ovat oikein käyttökelpoisia työkaluja artiklan 25 käytännön soveltamiseen 
kokonaissääntelyn vajavaisuuksista huolimatta. Ottaen huomioon yksilön oikeudet ja 
digitaalisen markkinatalouden asettamat vaatimukset on Artiklan 25 asianmukainen 
soveltaminen ja automaattinen sisällyttäminen osaksi etenkin yritysten toimintaa 
ensiarvoisen tärkeää. Mielestäni ainoa oikea ratkaisu näihin haasteisiin on asianmukainen, 
aktiivinen ja johdonmukainen opastus viranomaistaholta, sekä tarpeellisten tarkempien 
suuntaviivojen laatiminen mahdollisimman pian. Kepin sijasta tulisikin keskittyä 
porkkanaan, ja määräysten selkeyttämisen lisäksi sertifioinnit ja erilaiset laatumerkit tulisi 
saada nopeasti käyttöön. Olisi tärkeää saada yritykset ymmärtämään toimintaperiaatteiden 
toteuttamisen taloudelliset hyödyt, mikä samalla edistäisi digitaalisia sisämarkkinoita. 
Yrityksien näkökulmasta käytännön soveltamisessa toistaiseksi varmin keino täyttää 
artiklan 25 asettamat vaatimukset on juurikin näiden yleisten periaatteiden tuominen osaksi 
henkilötietojen käsittelyä aina suunnittelusta koko prosessin loppuun asti. Artiklan 25 
lopullisen sisällön ja onnistumisen tulemme kuitenkin näkemään vasta oikeuskäytännössä. 
Avainsanat/asiasanat Euroopan unioni, perusoikeus, yksityisyys, tietosuoja, 
tietoturvallisuus, henkilötieto, henkilötietojen käsittely, rekisterinpitäjä, by design, by 
default 
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1.  Introduction 
1.1. About legal informatics 
Legal informatics is a relatively new field of jurisprudence with historical roots to legal 
philosophy and legal theory.1 Origin of legal informatics is linked to development of 
computer in its modern form. First promoter of some kind legal informatics was Lee 
Loevinger, who in his article published in 1949 presented a new branch of science, 
jurimetrics, which studies relations between law and technology.2 In the beginning the 
concentration was aimed to “computers and law” but later on the telecommunication 
together with processing related theories and methods received increasing attention, which 
also affected to terminology.3 The actual term legal informatics4 is from Germany, where it 
was taken to use in University of Ledenburg by a group working under coordination of 
Wilhelm Steinmüller while studying legal issues related to information technology and 
computers.5 As legal informatics is understood nowadays, it is a jurisprudential field of 
research and teaching, within which is provided research and education6 on relationships 
between law and information, and law and information technology, as well as the related 
issues of legal regulation and application.7 
Status and necessity of legal informatics have caused discussion among academic circles. It 
has been seen as a computer law resulting from development of information technology and 
actually just as application of other fields of law relating on issue, as assisting science and 
as general science of law close to legal theories.8 For example Finnish law dictionary 
Encyclopaedia Iuridica Fennica includes legal informatics to general sciences of law 
                                                 
1 Saarenpää 2012 p.426 
2 Korhonen 2003 p.26 
3 See Seipel 1990 .23-24 
4 Other language versions: German rechtsinformatik, dutch retsinformatik, norwegian rettsinformatikk, 
Finnish oikeusinformatiikka, French droit et informatique. In English speaking countries is appeared a 
problem with “informatics” and used “computers and law or “law and information”, which also may differ by 
intrepretation. See for example Seipel 1990 p.24 on language versions. 
5 Korhonen 2003 p.26 
6 For example University of Lapland in Finland has legal informatics as a subject studies, and also provides 
various academical activities under the Institute of Legal Informatics 
7 See Saarenpää 2012 






together with legal history, legal sociology, legal theory, legal philosophy and general law 
culture. Nevertheless, the opportunities provided by legal informatics gain increasingly 
positive attention. It is seen to open new research questions and as new channel to include 
technical information to juridical reality.9  
Saarenpää separates legal informatics to general and more special sectors. The general 
sector researches rights of human beings in the constantly transforming society, whereas 
the specific sector consists of legal data processing, study of legal information, information 
law and information technology law. Under research are, provided as general level 
presentation, juridification of the network society, new information infrastructures, 
boundary terms of constitutional state and requirements to be set to lawyers and, more 
generally, to workmanship of lawyer profession in the network society.10 Pöysti mainly 
agrees with Saarenpää’s vision, but in addition he links research of communication 
processes to judicial information. Pöysti also states that all specialisation fields of legal 
informatics divide to practical and theoretical part, and sees legal informatics 
multidisciplinary within internally and beyond its boundaries. Legal informatics is more a 
perspective and tools for research than traditional generic science of law.11.12 As a branch 
of law, legal informatics may be described as interdisciplinary field of law with 
international dimensions.13 As science it may be defined, in short, as studying relations 
between law and information, and law and information technology 
As general doctrines of legal informatics one may lay right to information, right to 
communication, freedom of information and its passage, informational autonomy and right 
to data security. These are also the general judicial principles and may be held as meta 
rights, similar to social contracts, which are goal orientated and moral objectives. 
Development of legal informatics is especially strengthened by EU.14 In the EU has actually 
                                                 
9 Korhonen 2003 p.27 
10 See Saarenpää 2012 from p. 430 onwards 
11 Pöysti 1999 p.359-360 
12 Pöysti 1999 p.25 
13 Saarenpää 2012 p. 426 






been a long term project to develop European legal field of information law and community 
of information law.15 
1.2. About subject of the study 
On 15 December 2015, after much debate, the European Commission published a long 
waited press release confirming that agreement on EU data protection reform has been 
reached in so-called trilogue meetings with the European Parliament and the Council. The 
final version of the Regulation of the European Parliament and of the Council on the 
protection of individuals with regard to the processing of personal data and on the free 
movement of such data (hereinafter referred to as the “GDPR”) was be adopted by 
European parliament as outcome of the second reading on April 2016. The Regulation is to 
take effect after two year’s transition time on 25 May 2018.  
It has been a long road since EU Data Protection Reform was presented for first time in 
2012.16 From the very beginning it has been announced to be a solution to boost digital 
single market and put forward the cravings to change Europe fit for the digital age. 
Objectives of the reform relate to strengthening the status of data privacy as a fundamental 
right in the EU constitutional order, increasing public trust in online services, and 
minimising the compliancy burden of the data controller.17 Besides the aforementioned 
GDPR, the EU Data Protection Reform includes also the Data Protection Directive for the 
Police and Criminal Justice Sector,18 which will ensure that the data of victims, witnesses, 
and suspects of crimes, are duly protected in the context of a criminal investigation or a law 
enforcement action.19 Due to limitation of subject for his thesis, this directive of the reform 
falls out of scope. 
                                                 
15 See Pöysti 1999 p. 355 
16 See European Commissions press release on 25 January 2012. 
17 See more detailed on European Commissions Communication (COM(2012)9 final) 
18 Directive (EU) 2016/680 of the European Parliament and of the Council on 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data by competent authorities for the purposes of 
the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal 
penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA. 
19 See European Commissions press realease on 15 December 2015. For further description of the targets and 






Today we are living the era of digital economy where personal data has acquired, and 
acquires exponentially, enormous economic significance. According to the Commission, by 
unifying Europe's rules on data protection a business opportunities are created and 
innovations encouraged. This unfying means providing clear rules for businesses; first of 
all the regulation will establish one single set of rules which will make it simpler and 
cheaper for companies to do business in the EU, which commission has encapsulated finely 
in a phrase “one continent, one law”. Also, related to same idea of one continent is 
launched another fine guideline: European rules on European soil, resulting that companies 
based outside of Europe will have to apply the same rules when offering services in the EU. 
In the future, businesses will only have to deal with one single supervisory authority and 
this one-stop-shop proceeding is estimated to save 2.3 billion euros per year. Furthermore 
the GDPR is based on risk-based approach, wherein the rules will avoid burdensome “one-
size-fits-all” obligations and rather tailor them to the respective risks. Also the new rules 
are supposed to fit for innovation, since the regulation will guarantee that data protection 
safeguards are built into products and services from the earliest stage of development and 
privacy-friendly techniques such as pseudonymisation will be encouraged.20 All of the 
aforementioned proceedings for better business environment are to each other and each one 
of them should be paid attention to, but in the light of this research the two latter ways for 
better business environment, risk-based-approach and especially built-it in privacy, are 
subjects of interest. 
As presented above, the GDPR has very high objectives,21 and it is meant to truly be a 
reform with sheer size and density, due to which it’s comprehension has been already been 
described as extremely challenging even for legal experts in the field.22 This Thesis is not 
supposed to, and it even could not, describe the whole Regulation with its background, 
content and internal technical legislative solutions. More precisely, there is not even full 
explanation on the provisions (grounds) that the processing of personal data may be based 
on. Furthermore there is no evaluation whether the whole reform package will meet its 
                                                 
20 See Commission press release on 15 December 2015 
21 See further described in the Chapter 2.2 






objectives or not,23 since such evaluation would require at least number of pages of a 
doctoral thesis. 
I found the idea of promoting the markets by strengthening the data subject’s rights very 
fascinating. It is complex and includes conflict as in its very heart under the traditional 
understanding of the markets, how in practice could the increased obligations of 
commercial parties and minding of fundamental rights raise their income? The fact is that 
today we are not living just information, or mass society, where information may be 
achieved freely. We are living in a network society in the era of digitalisation; especially 
the younger generations are more connected in social life and business than ever, and 
communication and transfer of data has reached whole new scale.24 This has also effected 
to markets and way of doing business. Furthermore I am fascinated on combining the 
system and software development together with law. While gaining experience in working 
life I have faced several software and ICT systems, which have been developed with no 
thoughts appointed to requirements of law, for example on copyrights or data protection. 
Unfortunately, this is mostly just ignorance or misinterpretations and has accrued in some 
cases serious costs afterwards. Also the individuals’ perception on reality, data protection 
and their rights on network have become more indistinct and unclear. Hence, both of the 
parties seem to have a need for abovementioned risk-based-approach and built-it in privacy. 
As presented above in the Chapter 1.1 on “about legal informatics”, the right data security 
is a general doctrine within legal informatics. Data security means that the personal data 
should be protected against unauthorized attempts to disclose, delete, change or exploit it.25 
The principal, ideal objective of data security is to be optimal securing and protecting of 
data security characteristics of information and data processing.26 Data security is relevant 
form, companion and part of data protection, and is also in the centre of this study. 
From this starting point, eventually and among the writing process, subject of this Master’s 
thesis formed to focus on the new Data Protection by Design and default principle 
provided in the Article 25 of the GDPR from the commercial perspective. This thesis is not 
                                                 
23 See for example Blume 2015 p. 24-25 for tentative criticism towards the Regulation tentative and 
evaluation of plus sides 
24See Van Dijk 2012 p.43-45 on charasterics of the network society and p.50 on digitalisation  
25 See Bygrave p.164 






about evaluating whether the provisions good or bad for business, since it is going to enter 
into force anyhow, but about elaborating what the businesses are obligated to when they are 
utilizing personal data, and how they could meanwhile make most of it. It should be noted, 
that this thesis is made from EU and single market point of view, in the spirit of the reform 
and the new Regulation,27 and the national affect has been tried to minimize.  
1.3. About the structure of the study 
This Thesis is written in English, since when it was started on March 2015, there were no 
Finnish translation accurate enough, since several amendments had been already made after 
the translation of the first proposal. The proposal included new terms and expressions, 
which did not seem to be sensible to translate freely. Also the most valuable background 
material appeared to be available only in English or in languages that are simpler to 
translate to English than Finnish. This is reasonable since many of the influencers on the 
field of data protection naturally wanted to attend the international discussion on the 
reform. Hence, in the beginning of the process sticking with the original language helped to 
avoid the some problematics related to incorrect or not so precise translations and 
interpretations. It shall be stated that research appeared to be relatively challenging, since 
there is no actual knowledge or documentation provided for interpretation of the GDPR in 
practise. Even the Recitals of the GDPR of itself seem more like a declaration of have a 
same content general in nature than the actual Article. Most of the authoritative documents 
provide only general objectives and description of the background and most of the 
professional statements on the reform include self-certainties and duplicate each other, and 
have no further evaluations than the ending note “time will tell”. This is understandable 
since there is so much to be seen, but it would have been nice to have little more courage 
for speculations in the professional discussion. 
Structure of the thesis is built on four main chapters presenting and evaluating certain 
aspects related to the Data Protection by Design, and one for combining them as 
                                                 
27 Please note that the chosen point of view does not constitute EU positive point of view. The idea is to have 
a neutral starting point for evaluate provisions’ cons and pros in the EU level, and the further effects of the 
national legislation may not even be confirmed yet. The write’s critic on succession in this “one continent, 
one rules” ideology and its relation to domestic laws is presented within the thesis, since the GDPR leaves 






conclusions. The Chapter 2 provides a glimpse to the New European Data Protection 
Regulation in general, and provides the framework for the GDPR.  
The first Chapter could be described to include the general information that is needed to 
understand elaboration of the GDPR in the latter Chapters. In the beginning of the Chapter 
is presented the background of the GDPR, attention is paid especially to data protection as a 
fundamental right and to the new requirements for legislation in the era of digitalisation 
when data is processed in the internal markets of EU. These set the working environment 
for the reformed Regulation. In the first Chapter is also presented in concise manner the 
objectives of the GDPR to which are aimed for by it. Simultaneously these objectives 
reflect the reasons for amending the current EU legislation, since achieving of them is 
required to reach appropriate level of data protection and to secure functional internal 
markets in EU on digital age. In the end of the first Chapter is presented the Scope of the 
Regulation and its general principles related to data processing. These are important to 
examine since the scope of the GDPR determinates circumstances and parties to which its 
obligations, inter alia the Data Protection by Design and default, is applied, and the 
principles are the essential characteristics of the Regulation and reflecting its designed 
purpose. The effective operation under any other Article of the Regulation would be 
impossible, or at least unreasonable, if either the scope or the principles are ignored.  
The Chapters 3 and 4 are the “heart” of the research of this Thesis, since it focuses on the 
Article 25 of the GDPR on the Data Protection by Design and default. The Chapters also 
represents other Articles and regulation related to this provision. Firstly is presented the 
objectives behind the provision, and then analysed what it actually means to have a 
provision on the Data Protection by Design and default and furthermore what it means in 
practice. The Chapter also compares the Data Protection by Design and default provision to 
current regulation and other similar already existing solutions and theories. The fourth 
Chapter also includes an evaluation on liabilities, i.e. who is responsible party to perform 
the data protection by practice and default, and who is liable if the obligations of the 






Finally the in the fifth Chapter is researched how under the GDPR such compliance is 
confirmed, and how such compliance shall be promoted, and in case of failure, how 
incompliance is punished. 
The Chapter of Conclusion is purposed to combine these four main Chapters, and to present 







2. New European General Data Protection Regulation 
2.1. About the background 
The centrepiece of the current EU regulation on protection of personal data is the Personal 
Data Directive 95/46/EC, which was aimed to protect the fundamental right to data 
protection and to guarantee the free flow of personal data between Member States. In 
twenty years’ time flew by the Directive since rapid technological developments have 
brought new challenges for the protection of personal data. Technology allows both private 
companies and public authorities to make use of personal data on an unprecedented scale in 
order to pursue their activities. Individuals increasingly make personal information 
available publicly and globally. Technology has transformed both the economy and social 
life.28 
Big challenges to which the Data Protection by Default and Data Protection by Design is 
supposed to be solution to individuals mistrust to their right to privacy and level of data 
protection,29 which also effects to markets and hinders the exploitation and expansion of 
the advantageous electronic solutions. Secondly the Data Protection by Design and default 
is supposed to promote, and guarantee the protection of the personal data in the new 
circumstances arisen from the digitalisation, where the society has gone through a 
technological revolution creating new requirements also for the protection of data.30 Both 
of these are also described general background for the whole data protection reform.31 
As presented in the introduction above, the GDPR is one of the instruments in the EU’s 
new data protection package, which is described to be a key enabler of the Digital Single 
Market and the EU Agenda on Security.32 The GDPR is based on the Article 16 of the 
TFEU, which the legal basis for the adoption of data protection rules introduced under the 
                                                 
28 See Commission explanatory memorandum 25 January 2012 
29 According to the Eurobarometer 431 of last year, 67 per cent of Europeans stated to have concerns about 
not having complete control over the information they provide online and 70 per cent of Europeans worry 
about the potential use that companies may make of the information disclosed. 
30 According to Van Dijk (2012), we are not living revolution of society, but a phase of evolution of (network) 
society resulting from revolution of technology, see p. 2 onwards 
31 See European Commissions Communication (COM(2012)9 final) 






Lisbon Treaty. The provision of TFEU allows the adoption of rules relating to the 
protection of individuals with regard to the processing of personal data when carrying out 
activities which fall within the scope of Union law together the adoption of rules relating to 
the free movement of personal data.33  
Besides general integration of the EU, especially two clear trending exigencies has led to 
the point wherein the current Data Protection Directive 95/46/EC has been considered 
inadequate to secure to sufficient level of data protection in the Union: a need for 
strengthening the fundamental rights and the special issues related to the digitalisation of 
the society.  
2.1.1. Right to privacy and data protection as a fundamental right 
In the opening of the GDPR, both in the Recital one and Article one, is stated that the 
protection of natural persons in relation to the processing of personal data is a fundamental 
right. As the General Data Regulation obviously sets a lot of value on the fundamental 
rights, as all the legislation should, it raised quite a hassle among the commercial powers. 
Nevertheless, idea of right to privacy is not a new idea or breaking juridical invention, since 
privacy, which includes also data protection, has been recognized in different forms in 
various legal traditions at least from the times of Aristoteles34 and privacy as a fundamental 
human right is acknowledged by numerous international human rights instruments 
including for example Article 12 of the Universal Declaration of Human Rights and Article 
17 of the International Covenant on Civil and Political Rights. It is also implemented as 
domestic law through constitutions world-wide and even though the factual level of privacy 
may be discussed, as inter alia on current debates concerning the state of privacy in United 
States of America where federal parties are performing quite vast automatic monitoring of 
personal data regardless of that the American Declaration of the Rights and Duties of Man 
and the American Convention on Human Rights declares protection to individual’s 
                                                 
33 Commission explanatory memorandum 25 January 2012 
34 In his production Aristotles for example deliberates distinction between polis, the public sphere of life 






privacy,35 it may not be disputed that the concept of privacy as a fundamental right is 
global ideal. 
In the Europe the most important international treaty to protect human rights and 
fundamental freedoms is European Convention on Human Rights (hereinafter referred to as 
the “ECHR”)36, which have been joined by 47 countries forming the Council of Europe37, 
and of which 28 are members of the EU.38 According to the Article 8 of the ECHR 
Everyone has the right to respect for his private and family life, his home and his 
correspondence.39 ECHR is also significant since it is a first comprehensive human rights 
treaty which also establishes the first international complaint procedure and the first 
international court, the European Court of Human Rights, to adjudicate human rights 
matters.40 Such Court may be seen also as a remarkable step to actual protection of human 
right instead of just declarations, since despite the fact in context of traditional 
understanding of international law, neither the ECHR itself nor the respective national acts 
though which it has been implemented into domestic law41 provide any immediate legal 
effect on the judgements of the European Court of Human Rights, but its judgements have 
acquired the of res judicata effect as precedents, of which consequences may not be wiped 
away by respondent states.42 
Another important piece of European regulation is European Charter on Fundamental 
Rights (hereinafter referred to as the “ECFR”), which directly obligates the Members of EU 
together with EU itself and EU’s courts, to create legislation and rulings consistent with 
                                                 
35 See for example EFFI e-source 
36 ECHR is held as most powerful and effective human rights treaty in the world, see more Ojanen: 
perusoikeusjuridiikka (in Finnish) from p. 60 onwards, which also considers the effects of the monitoring of 
compliance of the Convention. Also see more on effects in practice in different jurisdictions on Blackburns 
book, for example Finland (Allan Rosas) p.289-312, Franece (Catherine Dupré) p. 131-334, Germany 
(Andreas Zimmerman) p.335-382, Ireland p.423-474, Russia p-731-754 (Maxim Ferrchtman). 
37 Council of Europe is also the only international body to have a drafted a multilateral treaty dealing directly 
with data privacy: The Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data (1981), which is still used as a benchmark for regulatory standards in the development of EU 
data privacy rules. See more on Bygrave (2014), Chapter 2, part B starting from p. 31.  
38 Statistics from http://eur-lex.europa.eu on 30 March 2016 
39 See more on Article 8 of the ECHR for example on Bygrave 2014 p.86-97 and on the effects of the Article 
on the national data privacy laws in Europe from p.100 onwards 
40 Fomerand 2014, p. 252-253 
41 Usually such domestic laws do not even bring actual effect on ECHR besides the obligations of cessation 
and reparation which follow from the finding of a violation are binding on all authorities of the respondent 
state i.e national courts are required to provide such for victims of violations. 






ECFR and to contravene it.43 ECFR is based on ECHR, the jurisprudence of the Court of 
Justice of European Union (hereinafter referred to as the “CJEU”)44 and pre-existing EU 
law. Final purpose of ECFR is to ensure that EU regulations, directives and rulings do not 
contradict with ECHR.45 
Despite the vast range of legal instruments to guarantee protection of privacy and a right to 
data protection, few of them have a precise definition for privacy or data protection. As a 
wrap-up it may be stated that in essence the right to privacy refers to the prevention of 
intrusions into a person’s physical and mental space. In general, it could be summarized 
that most of the treaties and several pieces of case law provide that the right to privacy 
includes the idea of secure space for individual self-determination and development without 
external interference46, and implies non-interference with correspondence and modern 
means of communication, and includes respect for home and protection against 
interference.47 The Court of Human Rights of European Union has emphasized in its 
interpretations of the Section 8 of the ECHR that the concept of private life shall be 
interpreted vastly. According to the Court the private life may not be defined precisely, and 
it is not even necessary. However it is essential, that it is not interpreted too narrow only to 
include inner circle of person’s life, where he/she is entitled to life as he/she wants isolated 
from rest of the world. According to the Court the private life includes also a right in 
certain limits to communicate and develop relations to other individuals.48 
Furthermore it should be remembered that the right for data protection is not absolute, but it 
has to be examined in relation to its objective in the society.49 The final resolution shall be 
based on the balance of interests50, which complies and fulfils the principle of 
                                                 
43 ECFR was originally an annex to the 2001 Nice Treaty and therefore not legally binding. In 2009 the ECFR 
was included in the Lisbon Treaty and became binding when the treaty came into effect. 
44 CJEU is the institution encompassing its whole judiciary, and should not be confused with European Court 
of Human Rights which has been referred earlier or the ”European Court of Justice, which is the highest court 
of the CJEU 
45 Fomerand 2014, p. 250-251 
46 This includes freedom from state surveillance, a righ to privacy in media, the right to decide one’s own 
body, the entitlement to protection of one’s name, respect for intimate relationships between individuals and 
the right to protection of a person’s honor and reputation. 
47 Fomerand 2014, p. 474-475 
48 Hallberg 1999 p.337 
49 See for example ruling of the CJEU in combined cases C-92/09 and C-93/09, Volker und Markus Schecke 
and Eifert, on 9 November 2010.  






relativeness.51 According to the Article 29 Working Party on Data Protection (Hereinafter 
referred to as “WP 29”), in light of the European jurisprudence, essential guarantees for 
fundamental rights requires firstly that processing should be based on clear, precise and 
accessible rules, secondly that necessity and proportionality with regard to the legitimate 
objectives pursued need to be demonstrated, thirdly that an independent oversight 
mechanism exists, that is both effective and impartial, and fourthly that effective remedies 
need to be available to the individual, since anyone should have the right to defend her/his 
rights before an independent body.52 
Concept of privacy also lives and reforms among the society. We are living in a network 
society, which may be understood as a modern type of society in which the information 
intensity of all activities has become so high that it creates an organisation of society based 
on science, rationality and reflexivity; and economy with all values and sectors, even the 
agrarian and industrial sectors, increasingly characterised by information production; a 
labour market with a majority of functions largely or completely based on tasks of 
information processing requiring knowledge and higher education; and a culture dominated 
by media and information products with their products, symbols and meanings. Network 
society should be divided from information society, which refers to the changing substance 
of activities and processes in the society. 53 Constant advancing and evolving of information 
and communication technology has increased the significance of the processing of 
information in the network society, and hence the informative aspect of privacy emphasizes 
more and more. For example advances and new innovations in medical research, 
information technology, financial transactions and many other developments have 
dramatically increased the amount of information generated by individuals, which also and 
involves new issues related to use of identity cards, biometrics together with monitoring 
and inspecting of communications, to which concerns have been increasingly and most 
dangerously been directed to activities of governments instead of malicious private third 
                                                 
51 See more further on the relativeness in the Chapter 3.2 
52 WP 29 Statement on Schrems case Brussels, 3 February 2016 






parties.54 This means that the confidentiality, protection and monitoring of personal data 
increases importance when compared to other aspects of privacy. 55 
Neither the GDPR defines the content of the privacy and data protection, but it sets the 
means how providing of such should be achieved and how the adequate level shall be 
monitored and confirmed. Writer of this agrees with the EU court’s precedents and does not 
see such definitions even appropriate considering the speed of evolution of technology and 
the society with it. All the Member States have their own data protection legislation, which 
is about to be harmonized by the new GDPR. More important is to take a look on the fact, 
that until the GDPR, there has been difference between the human rights and the 
fundamental rights, of which the latter is provided only to the citizens of the EU or certain 
state,56 and furthermore these despite the additional harmonisation of the Data Protection 
Directive 95/46/EC57, these rights are always implemented and interpreted variously by the 
Member States of EU. Hence, from the perspective of the fundamental rights, it could be 
stated that it is most significant that the GDPR is based on an idea that the right to privacy 
and data protection is a fundamental, and hence is guaranteed to each individual, not just 
based on nationality, but also by location or other applicable connection to EU,58 as directly 
applicable right.  
Besides the privacy and data protection the reform of data protection regulation in question 
may also effect also on other fundamental rights guaranteed in the ECFR, including inter 
alia the freedom of expression and information presented in Article 11 of the ECFR, the 
freedom to conduct a business under the Article 16 of the ECFR, the right to property under 
                                                 
54 Fomerand 2014, p. 475 
55 Pitkänen – Tiilikka – Warma 2013 p.1-2. 
56 See Hallberg et al. 1999p.64-68 on division between fundamental rights and human rights, which means 
division between rights of citizens and right of all humanity  
57 Directive 95/46/EC of the European Parliament and of the Council on the protection of individuals with 
regard to the processing of personal data and on the free movement of such data. On 24 October 1995. 
58 See Pfeifel 2013, where he states that if we accept that privacy is either a constitutional right or a human 
right, then those who are designing technology ought to consider privacy as part and parcel of their product 
design. Just as they would take measures not to discriminate on the basis of race or gender, for example, so 
should they take measures not to violate their customers’ privacy on the scope of the regulation, under which 






the Article 17 of the ECFR and especially the right to intellectual property under subsection 
two and the non-discrimination under the Article 21of the ECFR 59. 
2.1.2. Digitalisation 
Computer networking, open source software, increase in amount of Internet Protocols, and 
fast development of digital switching and transmission capacity led to expansion of Internet 
on 1990’s. Communication experienced another revolution among the explosion of wireless 
communication, with increasing capacity of connectivity and bandwidth in successive 
generations of mobile phones. Soon Internet reached the mobile phones and other devices, 
and now we are getting closer to the actual virtual reality.60 The increase of separate 
devices and needed operations on such devices has led to integration of convergence in 
processing. It is the most important structural new media characteristic in the integration of 
telecommunications, data communications and mass communications in a single medium.61 
These requirements and circumstances of society evolved to the rise of digitalisation. 
In general the digitalisation may be understood as increase of digital solutions in 
technology around us, but to be precise the material process of converting individual 
analogue streams of information into digital bits is actually digitisation. Digitalisation is 
more, it should be understood as the evolution of the society and economy around the 
digitisation, it is the way in which many domains are restructured around digital 
communication and media infrastructures. For example, digitalisation means process of 
moving to a digital business where digital technologies are used to change business models 
and provide new value-producing opportunities. We are living in a digital culture, which is 
characterised by pre-programming and creativity, fragmentation of information, re-
assembling and collaging of information and connections, user-generation, acceleration, 
visualisation and quantification.62 
                                                 
59 It should be noted the GDPR consider the rights of the child, under the Article 24 of the ECFR, very 
important and to require special attention, but nevertheless this falls out of the scope of this thesis and is not 
explored any further. 
60 Castells 2010 p. xxv-xxvi 
61 Van Dijk 2012 p.7 
62 See more on digital culture onVan Dijk 2012 p.211 onwards, subject is really fascinating considering that 






Regard to digitalisation we are experiencing also the digital economy. New factors, such as 
network effects, have resulted a rapid change and consolidation of the biggest players' 
vertical integration and establishment of proprietary standards. For example, according to 
the OECD, “big data related” mergers and acquisitions are over doubled in less than five 
years63. The internet sector is hugely successful, for example revenue per employee is in 
some research evaluated as doubled compared to the ICT industry overall. This results from 
the network effect where internet companies can utilize situation of more data attracting 
more users attracting more data, culminating in winner-takes-all markets and near 
monopolies which enjoy increasing returns of scale for their digital assets.64 Digital 
economy is a growing business and since the data is increasingly remarkable asset, interests 
to make most of it can cause situations where obligations of law are tried to circumvent in 
order to make savings and gain more revenue. 
On 2010 Commission presented the Digital Agenda for Europe (hereinafter referred to as 
the “Digital Agenda”)65, which is one of the seven pillars of the Europe 2020 strategy for 
smart, sustainable and inclusive growth,66 and is persuaded to increase exploitation of the 
potential of information and communication technologies and hence to foster innovation, 
economic growth and progress within EU. 
Obstacles behind the Digital Agenda are referred to be inter alia fragmented digital 
markets, lack of interoperability together with rising cybercrime and risk of low trust in 
networks. Actions to be taken under the Digital Agenda aim to achieving the European 
digital single market. According to the Digital Agenda the European online market suffers 
from a lack of user trust regarding the security of payments and privacy, and the state of 
                                                 
63 The number of such M&A transactions rose from 55 to 134 within the time range of 2008-2012. Please 
note that the original source for the numbers is not found, but seem to follow other estimations of the situation 
in the EU. 
64 EDPS 11 June 2014 p.1 
65 European Commission - Communication to the European Parliament, the Council, the European Economic 
and Social Committee and the Committee of the Regions: A Digital Agenda for Europe (COM(2010) 245 
final). On 19 May 2010, not published in the Official Journal. 
66 European Commission - Communication: EUROPE 2020 a strategy for smart, sustainable and inclusive 
growth (COM(2010)2020 final). Brussels, 3 March 2010. The Europe 2020 Strategy constitutes one of the 
responses to this financial crisis of 2008 which revealed certain structural weaknesses in the European 






affairs requires reviewing the EU data protection regulatory framework67. Aforementioned 
review has led to the New GDPR, besides which the Commission intends to publish an 
online Code stating clearly and in an accessible manner citizens’ rights in the digital world. 
2.1.1. Data on markets 
Data is capital. It has option value, and it is an asset, which may be reused and recombinant 
almost unlimitedly.68 First this value has been recognized related to for example transport 
operations, economic transactions, negotiations and statistics,69 but it is the digitalisation 
that has increased its value to near to the sky. Whether open to the public or locked away in 
corporate vaults, data’s value is hard to measure. For example when in a year when 
Facebook translated in its first stock release as a billion dollar company,70 the book value 
placed on the vast stores of information that Facebook held was marked as zero. It was not 
included, even though the company is almost nothing but data.71 And nearly all of this data 
personal data. 
Data is besides merchandise and included to almost all products and services, also exploited 
in marketing increasing the profits by targeted sales and smartly designed campaigns.72 We 
are living in a flow economy, where ICT networks are used as channels to exchange goods 
and services. In these large, scale-free networks those actors already having many links 
acquire even more, while most units keep only a few links. The fact is that those who have 
more links have the power and this causes inequity where rich get richer and poor remain 
poor.73 Data have been described as a non-rivalrous good, since it can be used for multiple 
purposes on multiple occasions without reducing their value for other users. Data are unlike 
other economic goods in that their value depends on the means of combining them and 
                                                 
67 Other measures, which fall out of the scope of this thesis, but are worth to mention, are simplification 
copyright clearance and management and cross-border licensing on orphan works, and reassessment of the 
Directive on Re-Use of Public Sector Information. In order to facilitate electronic payments and invoicing, the 
Commission is planning to complete the Single Euro Payment Area (SEPA) and review the e-Signature 
Directive in order to offer secure e-Authentication systems. 
68 See Mayer-Schönberber – Cukier 2014 p 98-122 
69Jon Bing researched the issue already over three decades ago on the 1980’s within the project “Data 
Protection in practice”, when he considered impacts of data protection legislation on multinational companies. 
70 For the sake of clarity, Facebook is also a company in value of several billion euros 
71 See Mayer Schönberger – Cukien 2010 p.118-119 
72 See Kuner 2007 p.308-317 on legal issues related to data protection on marketing 






extracting knowledge from them. An initial question is hence to define relevant data 
markets with reference to how personal data is used. Economic actors in the digital industry 
have been termed prosumers who produce as well as consume information. Transaction 
cost economics and behavioural economics indicate that these markets are inefficient due to 
informational asymmetry, while competition fades away when bilateral dependence is 
established between consumer and trader.74 
Individuals also share more information relating to them than ever especially on social 
media, people want to be seen and noticed. Social networks like Facebook, Instagram, 
twitter, periscope and snapchat allow individuals to share almost anything, anywhere, at 
any time. But once data on Internet, it is hard to remove.75 Such products and services run 
on disclosing of personal data in the era when everybody wants to be seen and heard.76 
These services are also fascinating since they are free to user. How many of us would even 
pay for use of Google, Twitter or Facebook? Unfortunately many users forgot that there is 
no such thing as free lunch. Net services may seem to be free, but they have to finance their 
business somehow. Even though many applications use freemium – premium pricing 
politics, if the most of the payments are not money, it has to be something else. It is 
uncertain what happens behind the scene, but it most likely that one way to cash out is 
making use of the user information. And as everybody knows, Google knows everything.77 
It would be idyllic to think that people should own their data. Perhaps we as individuals 
may not own information relating to us78, but we truly should have a right to decide how 
else holds it and on which terms, i.e. individuals should own their data as much as possible. 
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Individuals should always have access to their data, to be able to correct mistakes and to 
see whether their data is transferred to other databases.79 
Data is used to know clients better. For example the insurance industry, banks and credit 
reporting industries sector use personal data to develop their activities more efficient and to 
evaluate their current and potential customers. Personal information is used for purposes of 
risks analysis, such as the risk of making a loss.80 Even though many of such entities are 
mandatory for other functions of society and in a way very close to official bodies, they are 
always profit-making companies. Such analyses of personal data are used to classify the 
(potential) customers in different categories establishing different premiums or interest 
rates according to the risk profile, or even refusing to conclude a contract with specific 
persons. For these purposes, as much information as possible is gathered and analysed, 
including sensitive information. Applicants are also screened and monitored for appoint 
certain possible characteristics. Within the customer relations and their services data 
insurance companies, banks and credit information suppliers process huge amount of 
personal data, also very sensitive data.81 Issues related herein are related for example to 
profiling, purpose limitation, further secondary use. 
Insurance companies, banks and credit information companies carry out adverse selection82 
which may result to generalisation and discrimination. To first one is the one that such 
service providers base most of their decisions and the latter is prohibited. Nevertheless they 
are close to each other since discrimination is based on generalisation. Drawing the line is 
sometimes even impossible.83 
The information superhighway is a metaphor familiar from the Information Society. 
Information networks have become the new information superhighway. The rapidity of this 
was surprising to all, and the networks have developed into part of very core of our 
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society.84 Today, information networks are labelled by some new phenomena. These effect 
strongly on data on markets and create new issues to data protection and especially to data 
security, and next is presented some of the biggest trends in this area. 
Cloud computing is a common definition for an on-demand computing models composed 
of autonomous, networked hardware and software resources, where service providers offer 
clouds with predefined quality of service terms through the Internet as a set of easy-to-use, 
scalable, and inexpensive services to interested clients on a subscription basis.85 It means 
that data can be processed in Norway, stored in Ireland and accessed in United States of 
America. This is very common in the digital age when data is routinely transferred between 
countries both inside and outside the EU. Cloud computing is often related to outsourcing, 
and it is nowadays a commonly used solution to arrange data processing completely or 
wholly. Since even the storing of data comprises processing, volume of processing in 
clouds is remarkable. Legal issues related to outsourcing inter alia are security of 
processing, in particular protecting from accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to personal data processed;86 legal definite 
determination of the legal status outsourcing partner, where the question is whether the 
outsourcer is just a data processor or also a controller) and how the structures of transaction 
form this status;87 the legal basis of processing by outsourcing, which currently in most 
cases is so-called legitimate interest under Article 7(f) of the Data Protection Directive 
95/46/EC88. 89 All these issues require considering data protection in advance and during 
the operations including processing of personal data in clouds. Markets of cloud services 
are new, booming and largely undefined, with a huge potential for growth, and trust is a 
key determinant also for these markets to take off in Europe.90 
                                                 
84 Saarenpää 2010 p.47 
85 Qusay 2011 p.2 
86 See art. 32 of General Data Protection Directive, which includes far further requirements to security of data 
protection compared to art. 17 of the Data Protection Directive 95/46/EC, also this implies to increasing 
importance of data security due to technological development. 
87 See the Chapter 4.2 on determining controller and processor, and on division of liabilities among such 
parties. It is also becoming more and more common that entire databases and processing functions related to 
such are outsourced to third parties. If in such arrangement the third party gains ability to determine the 
purposes and means of data processing, it will be regarded as the joint-controller. 
88 Similar ground of legitimate interest is provided in art. 6(f) of the Genral Data Protection  
89 See also Kuner 2007 p.304-305 






Closely related to cloud computing is Big Data, which means a process to delivering 
decision-making insights. The process uses people and technology to quickly analyse large 
amounts of data of different types from variety of sources to produce a stream of actionable 
knowledge.91 The WP 29 defines big data as reuse of gigantic digital datasets held by 
corporations that are extensively analysed using computer algorithms (i.e., data analytics). 
It acknowledges the benefits associated with the use of big data for research and 
innovation, especially in the fields of marketing, mobile communications, smart grid, traffic 
management, fraud detection, and healthcare.92 In today's digital economy, personal data 
has acquired enormous economic significance in particular in the area of big data.93 Its 
ascendancy represents three shifts in the way we analyse information that transform way 
we analyse information that transform how we understand and organise society. Firstly, we 
can analyse far more data, in some cases even all relative data. Secondly, measurement 
errors will occur and will be acceptable due to less error from sampling. Often, big data is 
messy, varies on quality, and is distributed on servers around the world. With big data, 
unlike with small data, processors will more of often be satisfied with a sense of general 
direction than a knowing phenomenon exactly. What we lose in accuracy at the micro level 
we gain in insight at the macro level. Thirdly, processing moves away from searching of 
causality. Before big data analysis was usually limited to testin small number of hypotheses 
that were defined before even collection of data. When processors let the data speak, 
connections that had been never thought to exist may be made. Growing respect for 
correlations rather than a continuing quest for elusive causality94 All these will eventually 
also effect on how we understand data protection and to the level of protection we are 
prepared to accept as adequate.  
Traditional concept of data protection needs revising and new tools, since when its first 
principles were created, one could not predict, or even imagine, such masses of information 
on clouds. Predictions are getting harder even for shorter periods, since in regards to big 
data, most innovative secondary uses haven’t been imagined when the data is first 
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collected, and companies may not provide notice for the purposes that has yet to exist.95 
Aforementioned is closely related to metadata in the data bases, which could not be 
processed or even recognised in the time of collection, since besides processing of 
traditional table structured data processed may be unstructured data, such as pictures, video, 
e-mail, transaction data and social media interactions.96 Such all including consent would 
not even legal under EU regulation. The reform helps big data operators by requiring them 
to invest in good data protection practices, making them an essential building block of their 
business plan. 97 Big data is not just plusses, it allows for more surveillance on people’s 
lives while it makes some of the legal means for protecting privacy largely obsolete. At the 
same time, there is a real risk that the benefits of big data will lure people into applying the 
techniques where they don’t perfectly fit, or trust too far on the results of analyses. 98 At 
this point, it can be already noted that the new Data Protection by Design principle is 
supposed to motivate architects of Big Data analytics to use measures to secure data 
protection most effectively also in vastest masses. The Commission has committed to work 
with Member States and in particular the supervisory authorities and stakeholders to ensure 
that businesses receive adequate guidance on these measures.99 
In the evolution of the network society enabled by internet we are moving towards an 
intellectual environment enabled by ubiquitous technology. New versions of internet 
protocols enable address space which contains enough addresses to every power point and 
electric light, and in the future all the appliances for example of one household or a 
company are connected. This kind of environment lives with the user and responses to 
user’s commands. Hence in addition to humans and services is created a network of objects, 
Internet of Things.100 WP 29 has emphasised especially three developments related to 
Internet of Things, which are wearable computing, the quantified self;101 and home 
automation. According to WP 29, the processing of data in theses contexts can trigger the 
application of both the Data Protection Directive 95/46/EC, which naturally means in the 
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future application of the GDPR, to the extent that the smart devices connected in the 
internet of things collect, use, and disclose personal data, and when data is accessed or 
stored on a user's smart device, the e-Privacy Directive 2002/58/EC, in particular the so-
called EU cookies rule, which requires a prior consent for the storing of or gaining access 
to information in the terminal device of a user.102 
As reaction to commercial activities keeping information and solutions as trade secrets or 
covered as exclusive intellectual property, there has been developed also several kind of 
movements of openness, where data and new innovations are also provided for further use 
of community. Open data is the idea that data, at least some of it, should be freely available 
to everyone to use and republish as they wish, without restrictions from copyright, patents 
or other mechanisms of control.103 Open Source software (hereinafter the “OS”) is software 
that can be freely accessed, used, changed, and shared (in modified or unmodified form) by 
anyone. Open source software is made by many people, and distributed under licenses that 
comply with the OS’s definition.104 There is also related movements of open hardware, 
open content, and open access, which are quite self-explanatory and in a way applications 
of two aforementioned. Open data and OS bring challenges to data protection for example 
when individuals possibilities to process their own information, as according to quantified 
self, increase quickly. For example personal data gathered by and added to health 
applications downloaded free to android phone may become very problematic, if the 
information does not stay under control of individual in question.105 Open solutions may 
increase number of users and processors very surprisingly, and they need special attention 
when designing processing measures. Open and available data allows surveillance, 
monitoring and profiling, that was not taken into account when the data was disclosed, and 
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for example in Schrems case the question of massive and indiscriminate surveillance was as 
a key element of the CJEU’s analysis.106 
As we may see, data on markets is a double-edged matter. In the one hand information is 
very valuable and only potentially increasing factor of production. Varying databases are 
surrounded constantly by new services, which are essential for success of the whole 
information, and network, society. High quality of information and functioning de jure 
procedures for data processing effect positively to all other sectors of in organisation.107 
But in the other hand, unfortunately, we know that unfair and deceptive practices do occur 
in digital services, and especially when provided to individual customers. For example 
when boosting markets and adding value by advancing new phenomena, decision-makers 
may not neglect for example digital services which are marketed as “free”, or zero priced, 
but which actually require payment by personal information or giving attention to material 
of providers choice.108  
2.1.2. Digital internal markets of EU 
EU has over a decade aimed to create union wide area of European information law. It is 
formed of thrives to create legal prerequisites for free transfer of within union for public 
and private tenders, which means unifying key principles and minimum requirements for 
data protection, and developing European information markets.109 Completing the Digital 
Single Market is one of the top priorities European Commission. Commission is not 
satisfied with the current regulation of the market, since the internet and digital 
technologies are transforming our world, but existing barriers online mean citizens miss out 
on goods and services, internet companies and start-ups have their horizons limited, and 
businesses and governments cannot fully benefit from digital tools.110 Already several 
decades ago the lack of ability for data protection to impact on international trade has been 
seen as one of its major controversies. In order to control this problem the legislators have 
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introduced procedures to control the flow of personal data from their own jurisdiction to 
systems abroad.111 
Google, Amazon, Apple, Alibaba, Baidu, Huawei. These are all global giants of IT 
industry, but none of them is from Europe. EU lags behind the USA and China on digitals 
markets and in innovation and productivity. This is caused by lack in education or 
resources, but the fact that current regulation has trouble on activating the knowledge. Joint 
productions, innovation and activation of human knowledge should be encouraged and 
unnecessary barriers removed.112 The slow development of innovations also effect besides 
global competitive abilities to internal markets. For example European consumers are still 
not getting the gains of price and choice that the single market should offer because online 
services, especially for transactions, are too complicated, and less than one in ten electronic 
commercial transactions are cross-border. Europeans often find it easier to conduct a cross-
border transaction with a US business than with one from another European country. The 
Commission has highlighted the urgency of tackling these barriers holding back European 
businesses from trading over the internal borders.113 Also lack of trust in the online 
environment is seriously hampering the development of Europe's online economy. Among 
people who do not order online in the top reasons are payment security concerns, privacy 
concerns, and trust concerns. Consumers will not shop online if they do not feel their rights 
are clear and protected. Although the E-Commerce Directive imposes transparency and 
information requirements on information society services providers and establishes 
minimum information requirements on commercial communications, close monitoring is 
needed to make sure the information requirements are respected.114 Especially in network 
environment the shortages in data processing are seen as problem for trustworthy and 
usability of electronic commercial services. Trust of customers and interest groups towards 
organisation’s procedures in processing of personal data is a factor that significantly 
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supports business. Minimizing risks, building good-will and maintaining consumer trust are 
things, which are to become crucial for success in any business sectors.115 
Furthermore, in practise the distinction between the different provisions may be difficult 
and this causes complications to application of data protection regulations. For example, in 
general the aforementioned E-Commerce Directive is a special regulation to to ensure a 
minimum level of data protection in a special sector by requiring “public communications 
networks” and publicly-available electronic communications services” to follow certain 
data protection practices, and Data Protection Directive 95/46/EC is applied to all matters 
that are not covered by specific legal and technical provision of E-commerce Directive 
97/66/EC, such as the controller’s obligations and the individual’s rights, but the actual 
applying includes several issues concerning the varying implementation of directives116 
Currently applicable data protection rules are divergent and inconsistent across the EU’s 28 
Member States, and hence companies may have to deal with same number of different sets 
of data protection rules within the Union. As presented above, the result is a fragmented 
legal environment with legal uncertainty and unequal protection for individuals, which also 
also causes unnecessary costs and a significant administrative burden for businesses.117 
Also other rights that are relevant to the digital environment, such as freedom of expression 
and information, requirements for transparency and universal telephone and functional 
internet services and a minimum quality of service are also scattered across various laws 
and are not always easy to grasp. Individuals should be able to find simple, codified 
explanations of their rights and obligations, set out in a transparent and understandable 
way,118 and at the same time regulative frameworks should support businesses to expand 
their operations across the EU and remove obstacles for economic growth.119 As presented 
above, building trust in the online environment is the key to EU’s economic development, 
since lack of trust makes consumers hesitate to buy online and adopt new services. 
Situation also slows down the development of innovative uses of new technologies, which 
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is also needed to boost digital internal markets of EU.120 The general review of the EU data 
protection regulatory framework was aimed to modernise all relevant legal instruments to 
meet the challenges of globalisation and to create technology neutral ways of enhancing 
trust and confidence by strengthening citizens' rights. 121 
2.2. Objectives 
The aim of the GDPR is to reinforce data protection rights of individuals, facilitate the free 
flow of personal data in the digital single market including through reduction of 
administrative burden122, this could be described as the general objective. Both enabling 
people to have better control their personal data and allowing businesses to make the most 
of the opportunities of the Digital Single Market are supposed to go partly hand in hand, 
since companies shall benefit by reinforced consumer trust.123 
At the moment the accuracy and appropriateness of data protection is valued afterwards, 
and in the worst cases not until the infringement is suspected, as proved by the so-called 
Schrems case ruled by CJEU.124 Digital Single Markets require provisions which focus on 
proactive instead of ex post measures, and on highlighting the benefits related to data 
protection and trust as goodwill.125 
When evaluating the Articles of the GDPR as a whole, one may separate few clear 
objectives for the provisions. Clearly, and arising from the chosen form of the instrument, 
one objective is to unify, or at least harmonize, the processing of the personal data in the 
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territory of the EU. This may be seen for example on the European rules on European soil 
thinking referred to in the Introduction.126 
The GDPR takes account of new technologies and phenomena, and its objective is to be 
applicable regardless of form or platform of the processing. The most significant feature 
implying this is the technological neutrality of the Regulation, but it also states on new 
technological solutions, including for example pseudonymisation. 
The GDPR is purposed to clarify issues on competence and jurisdictions, and to strengthen 
authoritative cooperation, this may be seen most clearly on the one-stop-shop for 
administrative formalities and on the provisions of the Chapter VII of the Regulation, 
which is all about the cooperation and consistency. 
The GDPR shall also strengthen the position and rights of the data subjects by updating and 
toughening already existing rights of the Data Protection Directive and by providing some 
new right, for example right-to-be-forgotten. The regulation should also allow them to have 
trust when they give their personal data. The new rules address the concerns of data 
subjects by strengthening the existing rights and empowering individuals with more control 
over their personal data. Most notable of such rights are easier access to one’s own data, a 
right to data portability, a clarified right to be forgotten, and the right to be informed on 
data breaches.127 Rights of the data subject are presented in the Chapter III of the 
Regulation, but throughout its Articles and Recitals may be seen that compliance with the 
Regulation requires taking care of and considering impacts to such rights in all actions 
related to the personal data by verifiable way, which may be seen for example in the 
principle of accountability,128 and in the Article 24 under which the controller is obligated 
to implement appropriate technical and organisational measures to ensure and to be able to 
demonstrate that processing of personal data is performed in accordance with the 
Regulation. 
Aforementioned principle of accountability and the Article 24 also demonstrate the other 
objective of the GDPR, which is to obligate controller to act systematically and to 
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demonstrate their compliance in any point of the processing. Aim is to move from 
compliance to accountability, which may be seen also in other provisions of the Regulation, 
for example in the risk based approach of PIA provisions, and the provisions of Article 25 
on the Data Protection by Design and by Default, which is also the main issue of this thesis 
and reviewed.129 
A Regulation is considered to be the most appropriate legal instrument to define the 
framework for the protection of personal data in the Union. The direct applicability of a 
Regulation in accordance with Article 288 TFEU will reduce legal fragmentation and 
provide greater legal certainty by introducing a harmonised set of core rules, improving the 
protection of fundamental rights of individuals and contributing to the functioning of the 
Internal Market.130 
Strengthening the fundamental rights in the GPRD is part of a bigger trend, since the other 
recent developments in the data protection legislation have been driven by the need to 
balance all the interests involved; on the other hand, the privacy interests of individuals 
and, on the other, the need to enable the lawful processing of personal data by the entities 
that need personal data to operate more effectively.131 Data protection rules are influenced 
beyond perhaps even resulting from initiatives of parties of interest, which may be 
copyright associations, communication operators, media houses etc. Such commercial 
parties have great negotiation power and possibilities to impact on data protection 
regulation especially in a situation where the regulator has limited know-how. In such case 
the economic matter may overcome rights of individuals. Traditionally the “voice” for the 
rights of individuals has been so-called Watchdog organisations, which part of a larger 
trend of organised civic activity, but also arisen due to lack of progress in new law-drafting 
practices required by legal informatics. All this is attached to the legal issues related to 
rapid development of technology. Such watchdog associations, inter alia Privacy 
International, Electronic Privacy Information Center and Electronic Frontier Foundation, 
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are the counterforce for market driven law-drafting.132 The GDPR is supposed to balance 
all these interests. 
The change of law is slower when compared to other changes to society, which could be 
described by familiar IT term “tomorrow was yesterday” to describe the realisation of 
justice.133 The speed of technology has widened this time-gap, and the legislation has 
shortcomings related to the new challenges and phenomena due the rapid development of 
the technology. The GDPR is technologically neutral, objected to not go out of date, 
enabling innovation to continue to thrive under the new rules.134 Due to GDPR we are 
moving towards informational privacy and protecting of the reasonable expectations of the 
both parties regardless of the form or platform of the processing.135 
2.3. Scope of the Regulation 
Scope is the factor that determinates the subject for application of regulation. It is a starting 
point when considering legal obligations and liabilities. The GDPR is about reach further 
and vaster than its predecessors, and hence before evaluating its provisions related to 
processing of data, it would be reasonable to pay attention to the scope of the Regulation 
under evaluation.  
Digital age has affected also to the scope of the GDPR. It is taken under consideration that 
data transfers faster than ever and is processed globally, and especially that not all countries 
outside EU countries provide the same level of protection for personal data. This causes 
risks to data protection. In the GDPR the data protection of EU citizens has been tried to 
secure by providing clear rules defining when EU law is applicable also to companies or 
organisations established outside the EU, in particular by clarifying the fact that whenever 
any organisation’s activities are related to the offering of goods or services to EU 
individuals, or to the monitoring of their behaviour, EU rules will apply, which is quite 
large provision considering the nature of services in network society. 
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2.3.1. Subjects and objects 
According to the Article 1 of the GDPR, it lays down rules for processing of personal data 
and the free movement of personal data. The GDPR is aimed to protect fundamental rights 
and freedoms of natural persons and in particular their right to protection of personal 
data.136 For the purposes of the GDPR the personal data is defined as any information 
relating to a data subject, which is defined as an identified or identifiable natural person, 
whereupon an identifiable person is one who can be identified directly or indirectly, in 
particular by reference to an identifier such as name, an identification number, location 
data, online identifier or to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identify of that person. Processing is defined 
as any operation or set of operations which is performed upon personal data or sets of 
personal data, whether or not by automated mean, such as collection, recording, organizing, 
structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, alignment or combination, 
restriction, erasure or destruction. 
Definition of personal data differs from currently applicable Data Protection Directive 
95/46/EC137 since the wording of the GDPR has been reworded to fit better circumstances 
of evolving network society. The new formulation of the definition is supposed to specify 
and update the definition provided by the Data Protection Directive 95/46/EC138 especially 
for strengthening the rights of the individual.139 According to the Recital 23 of the GDPR to 
determine whether a person is identifiable, account should be taken of all the means 
reasonably likely to be used, such as singling out, either by the controller or by any other 
person to identify the individual directly or indirectly. To ascertain whether means are 
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reasonable likely to be used to identify the individual, account should be taken of all 
objective factors, such as the costs of and the amount of time required for identification, 
taking into consideration both available technology at the time of the processing and 
technological development. According to the Recital 24 the operational environment of the 
network should be noticed, since individuals may be associated with online identifiers 
provided by their devices, applications, tools and protocols, cookie identifiers or other 
identifiers. This may leave traces which, in particular when combined with unique 
identifiers and other information received by the servers, may be used to create profiles of 
the individuals and identify them. 
Besides the “more-data-subject-friendly” –adjustments, the definitions of subjects may be 
also seen to comply better with the GDPR’s objective on technological neutrality on data 
protection, since it is supposed to be applied on any processing of any personal information 
under the material scope of the GDPR. 
2.3.2. Material scope 
As basic rule according to the Article 2 of GDPR, the regulation shall applied to the 
processing of personal data wholly or partly by automated means, and to the processing 
other than by automated means of personal data which form part of a filing system or are 
intended to form part of a filing system, excluding the processing exceptions provided in 
the Article.  
The Article 2 also includes some exceptions for the material scope. As first exception, the 
regulation does not address issues of processing of personal data related to activities which 
fall outside the scope of Union law. Secondly, the Regulation is not applied processing of 
the personal data by the Member states when carrying out activities140 in relation to the 
common foreign and security policy of the EU. Thirdly processing of data by a natural 
person in the course of a purely personal or household activity falls out of the scope of the 
Regulation, hence it is without a connection with a professional or commercial nature. 
According to the preparative part of the GDPR personal and household activities could 
include for example correspondence and holding of addresses, or social networking an on-
                                                 






line activity undertaken within the context of such personal and household activities. 
Fourthly the Regulation does not cover data processing performed by competent authorities 
for the purposes of prevention, investigation, detection or prosecution of criminal offences, 
the execution of criminal penalties, including the safeguarding against and the prevention 
of threats to public security141, or the processing of personal data by the Union institutions, 
bodies, offices and agencies142. 
2.3.3. Territorial scope 
Article 3 of the GDPR states that any processing of personal data in the context of the 
activities of an establishment of a controller or a processor in the EU, regardless of whether 
the processing takes place in the EU or not, should be carried out in accordance with the 
Regulation. The Regulation is applied to the processing of personal data of data subjects 
who are in the EU by a controller or processor not established in the EU, where the 
processing activities are related to offering of goods or services, irrespective of whether a 
payment of the data subject is required, to such data subjects in the EU. According to the 
preparative part of the Regulation in order to determine whether such a controller or 
processor is offering goods or services to data subjects who are in the EU, it should be 
ascertained whether it is apparent that the controller is envisaging the offering of services to 
data subjects in one or more Member States in the EU. Whereas the mere accessibility of 
the controller’s or an intermediary’s website in the Union or of an e-mail address and of 
other contact details or the use of a language generally used in the third country where the 
controller is established, is insufficient to ascertain such intention, factors such as the use of 
a language or a currency generally used in one or more Member States with the possibility 
of ordering goods and services in that other language, and/or the mentioning of customers 
or users who are in the EU, may make it apparent that the controller envisages offering 
goods or services to such data subjects in the EU.143  
Also the processing of personal data of data subjects who are in the EU by a controller or 
processor not established in the EU shall be subject to the GDPR when it includes 
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monitoring of behaviour of such data subjects when their behaviour takes place within the 
EU. In order to determine whether a processing activity can be considered to monitor the 
behaviour of data subjects, it should be ascertained whether individuals are tracked on the 
Internet including potential subsequent use of data processing techniques which consist of 
profiling an individual, particularly in order to take decisions concerning her or him or for 
analysing or predicting her or his personal preferences, behaviours and attitudes.144 For 
example, WP 29 considers that, even if the data is collected by an organisation located 
outside the European Union, EU data protection law will apply if the connected device is 
located in the EU, or even if only the smartphone or tablet on which software or apps were 
installed to transmit the data is located in the EU.145 
The GDPR is also applied to all processing of personal data by a controller not established 
in the EU, but in a place where the national law of a Member State applies by virtue of 
public international law. 
One may say that the territorial scope of the GDPR has been tried to provide as 
“waterproof” as possible to ensure the right for data protection for individual in EU, and 
legitimacy of the registers and processing within the EU when they include personal data, 
regardless of whether such data concerns EU citizens or not. 
2.4. Principles relating to the processing of personal data 
In the Article 5 of the GDPR are presented the principles relating to the processing of 
personal data. These principles are special provision since besides they are fully applicable 
legal rules as themselves; they guide application of other provisions throughout the GDPR. 
According to the Recital 23 of the GDPR the principles of data protection should apply to 
any information concerning an identified or identifiable natural person. 
These principles relating to processing of personal data mainly correspond to ones in the 
Article 6 of Directive 95/46/EC. Additional new elements are in particular the transparency 
principle, the clarification of the data minimisation principle and the establishment of a 
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comprehensive responsibility and liability of the controller, i.e. the principle of 
accountability.146 These new dual principles, transparency and accountability, have already 
been described to be perhaps the most remarkable innovation of the GDPR.147 There were 
no need for large amendments, and general principles have remained valid, but due to 
challenges posed by the rapid development of new technologies, particularly ones provided 
online, and increasing globalisation, were seen necessary while maintaining the 
technological neutrality of the legal framework.148 
2.4.1. Lawfulness, fairness and transparency 
According to paragraph (a) of the subsection 1 of the Section 5 of the GDPR personal data 
must be processed lawfully, fairly and in a transparent manner in relation to the data 
subject. 
In research of data privacy law has been identified so-called core principles of data privacy 
law. These principles abstractions, recognized by main international data privacy codes149 
and varyingly implemented also in many national legislations, may be recognized denoting 
the basic elements of the data privacy in varying jurisdictions. The primary principle of 
data privacy law is that personal data shall be processed fairly and lawfully.150 The criteria 
of “lawful” and “fair”, on which the principle provided by the GDPR and the core principle 
of data privacy law, are quite self-explanatory as concepts and neither of these is further 
explained in the recitals of the Regulation. Lawfully may be understood as that the actions 
in question have to be based on and in compliance with the applicable law. More 
interpretable is the meaning of the fairness. Since there are no explanatory comments, it 
may not be seen that the regulator would have had intention to change the current state of 
art from the Data Protection Directive. In general fairness means that in the processing of 
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personal data the interests and reasonable expectations of the data subject must be taken 
into account. 
Nevertheless the principle of the regulation includes new wording of transparency. This 
may be seen more as a clarification of the actual situation than as a new requirement, since 
according to the Recital 38 of the currently applicable Data Protection Directive 95/46/EC 
in order of data processing to be fair, the data subject must be in a position to learn of the 
existence of a processing operation and, where data are collected from him, accurate and 
full information must be given bearing in mind the circumstances of the collection. Also the 
recital 39 of the GDPR implies that the transparency is related to fairness. According to the 
Recital to it should be transparent to natural persons that personal data concerning them is 
processed, including to which extent such data is or will be processed. Information related 
to such processing should be easily accessible and in understandable form. 
Due to its general and cutting-through nature the principle of lawfulness, fairness and 
transparency may be seen to embrace and generate also the other principles relating to the 
processing of personal data, and which described below, especially for balancing the 
interests of the data subject and data controller. 
2.4.2. Purpose limitation 
According to paragraph (b) of the subsection 1 of the Section 5 of the GDPR personal data 
must be collected for specified, explicit and legitimate purposes and not further processed 
in a way incompatible with those purposes. As exception processing of personal data for 
archiving purposes in the public interest, scientific and historical research purposes, or 
statistical purposes shall not be considered incompatible with the initial purposes, and 
hence allowed in accordance with Article 83(1). 
WP 29 have elaborated the elements of purpose specification. According to the WP 29 
purpose specification means that the purposes of the data collection must be defined prior 
to the collection wherein the companies should be able to predict the data uses, clearly 






legal grounds of EU (which is to be the GDPR).151 The Opinion is made based on the Data 
Protection Directive 95/46/EC but reflects nicely the made amendments, inter alia with 
referring to the transparency. 
In data privacy law is also recognized the core principle of purpose limitation, which 
stipulates that personal data should be collected for specified, legitimate purposes and not 
used in ways that are incompatible with those purposes. It is seen as one of the most 
fundamental but also as one of the most challenging principles, especially in the digital 
society and related to big data. 152 
Principle of purpose limitation requires that the out-come of the data processing has to be 
defined before collecting the data and that the data is not used to any other purposes, and 
hence it aims to ensure that processing of personal data and the results of such processing 
conform with the reasonable expectations of the data subjects. Since the collected data is 
required to be adequate, the principle is also to ensure that the outcome of data processing 
suits to the purposes of the controller, which protects the rights and reasonable expectations 
of the controller and the data subject. According to the Recital 39 is required, in particular, 
to ensure that the period for which the personal data are stored is limited to a strict 
minimum and that personal data should be processed only if the purpose of the processing 
could not reasonably be fulfilled by other means. 
2.4.3. Data minimisation 
According to paragraph (c) of the subsection 1 of the Section 5 of the GDPR personal data 
must be adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed (“data minimisation”). 
One of the core principles of data privacy law is the principle of minimality, according to 
which the amount of personal data collected should be limited to what is necessary to 
achieve the purposes for which the data is collected and further processed. 153 Principle of 
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minimality already is manifest to the Article 6 of the Data Protection Directive 95/46/EC 
which provides, inter alia, that personal data must be adequate, relevant and not excessive 
in relation to the purposes for which they are collected and further processed. It is also 
closely attached to prohibition of processing unnecessary data.154 The principle of data 
minimisation is a continuum of these, with slight linguistic specifications. Problem is, that 
since privacy has a social component, i.e., in different societies the value of a certain data 
item differs, any metrics or the information-theoretic point of view would fall too short for 
defining the precise level minimisation. Hence the notion of what usage of data is minimal 
differs. This lack of metric limits the practicality of the data minimisation principle, since it 
is not clear how to construct the objective function that is to be minimised.155 
Principle of data minimisation is related especially to principles of purpose limitation, and 
storage limitation. The latter also may interpret as a clarification of the core principle of 
minimality.156 
2.4.4. Accuracy 
According to paragraph (d) of the subsection 1 of the Section 5 of the GDPR personal data 
must be accurate and, where necessary, kept up to date; every reasonable step must be 
taken to ensure that personal data that are inaccurate, having regard to the purposes for 
which they are processed, are erased or rectified without delay. 
Principle of accuracy corresponds with the Article 6 of the Data Protection Directive 
95/46/EC and is an embodiment of the principle of data quality, according to the personal 
data should be valid with respect to what it is intended to describe, and relevant and 
complete with respect to the purposes for which it is intended to process.157 
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2.4.5. Storage limitation 
According to paragraph (e) of the subsection 1 of the Section 5 of the GDPR personal data 
must be kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data are processed; personal data may be 
stored for longer periods insofar as the data will be processed solely for archiving purposes 
in the public interest, or scientific and historical research purposes or statistical purposes in 
accordance with Article 83(1) subject to implementation of the appropriate technical and 
organisational measures required by the Regulation in order to safeguard the rights and 
freedoms of the data subject. Under the Recital 39 of the GDPR, in order to ensure that the 
personal data are not kept longer than necessary, time limits should be established by the 
controller for erasure or for a periodic review.  
2.4.6. Integrity and confidentiality 
According to paragraph (f) of the subsection 1 of the Section 5 of the GDPR personal data 
must be processed in a way that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical or organisational measures. 
Principle of integrity and confidentiality may be interpreted to be an embodiment of a core 
data privacy law principle of proportionality, which has emerged mainly through case law. 
Principle of proportionality has been described to be one of the most striking developments 
over the last decade in European data privacy law, but not unique since it is originally 
established as a general principle in EU law. It has been recognized to have three 
prerequisites for processing of data that should be evaluated: whether the measure 
concerned is suitable or relevant to realizing the goals aimed it is aimed to meet, is required 
for realizing such goals158; and is within the extent necessary to realize the such goal, i.e. is 
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non-excessive.159 Legal norms, ultimately the national safety and fundamental rights, set 
the relative value of information and limits of the proportionality.160 
Principle of integrity and confidentiality embodies also the data privacy law principle of 
data security, which holds that the personal data should be protected against unauthorized 
attempts to disclose, delete, change or exploit it.161 Within the GDPR it is in particular 
related to principles of lawfulness, fairness and transparency, purpose limitation, data 
minimisation and storage limitation which all should emphasise the integrity and 
confidentiality of personal data.  
2.4.7. Accountability 
According to the subsection 1 of the Section 5 of the GDPR the controller shall be 
responsible for and be able to demonstrate compliance with all other abovementioned 
principles (“accountability”). 
For decades an essential principle of privacy law around the world has been to put 
individual in control by letting them decide whether, how, and by whom their personal data 
is processed. In the Internet age this has been summarized as system of “notice and 
consent”. But when data’s value is centring, especially due to big data, in secondary uses 
that may have not been even imagined at the time of collecting data, such mechanism to 
ensure privacy is no longer suitable. 162 
The principle of accountability principle is developed in the GDPR and it does not have 
clear predecessor. It is an expression for moving away from notification of data processing 
operations and towards accountability in internal processes, like the built-in privacy and use 
of data protection impact assessments. A development was boosted by the 2014 Google 
Spain judgment163 where the Court’s emphasized the responsibilities of controllers towards 
the people whose information they collect and use.164 
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Shifting the burden of responsibility from the individuals to the utilizers of data makes 
sense for number of reasons. They know much more than anyone else, and certainly more 
than consumers or regulators, about how they intend to use the data. By conducting 
assessment themselves, or hire an expert to do it, also a problem of revealing confidential 
business strategies to outsiders is avoided. Perhaps most important, since the data utilizers 
gain most of the secondary use, it is only fair to hold them accountable for their actions and 
place the burden for this review on them.165 Accountability under the GDPR is some sort of 
combination, where main rule is individuals consent, but still the last resort liability is on 
controller and processor. It should be noted that this is also result of quite vastly allowed 
secondary uses under the GDPR, what naturally emphasises the liability of the party 
defining the purpose. 
                                                                                                                                                    
announcement of a real-estate auction connected with attachment proceedings for the recovery of social 
security debts. Mr. Costeja Gonzáles’ name appeared in connection with those announcements dated back 
to1998. On that basis Mr. Costeja Gonzáles lodged a complaint with the Spanish Data Protection Authority 
against the company publishing newspaper and against Google Spain and Google Inc. By the complaint, Mr. 
Costeja Gonzáles requested publisher to remove or alter appeared pages so that the personal data related to Mr 
Costeja Gonzáles would no longer appear in the results of search engines. Mr. Costeja Gonzáles also 
requested Google Spain or Google Inc. to remove or conceal the personal data related to him in connection 
with the links from Google’s search results. Spanish DPA rejected such requested resulting that case was 
taken to CJEU, which considered Google Inc. specifically as the data controller in the case, and, in particular 
in relation with individual right to privacy, the CJEU stated that it cannot be accepted that “the processing of 
personal data carried out for the purposes of the operation of the search engine should escape the obligations 
and guarantees laid down by the Directive”. 
164 Buttarelli 2015 p.2-3 







3. Data Protection by Design and by Default 
3.1. Purpose 
Idea of risk control by juridical regulative means is not new; it is more like an unavoidable 
part of regulating functions which are related to different kind of actual risks. For example 
in trade risk management is part of essential requirements of economic activities and 
growth.166 In the Article 25 of the GDPR is set a provision called Data Protection by 
Design and by Default which goes as follows: 
(1) Taking into account the state of the art, the cost of implementation and 
the nature, scope, context and purposes of processing as well as the 
risks of varying likelihood and severity for rights and freedoms of 
natural persons posed by the processing, the controller shall, both at the 
time of the determination of the means for processing and at the time of 
the processing itself, implement appropriate technical and 
organisational measures, such as pseudonymisation, which are designed 
to implement data protection principles, such as data minimisation, in 
an effective manner and to integrate the necessary safeguards into the 
processing in order to meet the requirements of the GDPR and protect 
the rights of data subjects. 
(2) The controller shall implement appropriate technical and 
organisational measures for ensuring that, by default, only personal 
data which are necessary for each specific purpose of the processing 
are processed. That obligation applies to the amount of personal data 
collected, the extent of their processing, the period of their storage and 
their accessibility. In particular, such measures shall ensure that by 
default personal data are not made accessible without the individual's 
intervention to an indefinite number of natural persons. 
(3) An approved certification mechanism pursuant to Article 42 may be 
used as an element to demonstrate compliance with the requirements set 
out in paragraphs 1 and 2 of this Article 
                                                 






Article is a clear sign that regulators have awaken for demands of evolving society’s needs 
for data protection in practice. Data protection requires actual measures, and hence, as 
stated in Recital 78 of the GDPR, the protection of the rights and freedoms of natural 
persons with regard to the processing of personal data167 requires that appropriate technical 
and organisational measures are taken to ensure that the requirements of the GDPR are met. 
These obligations under Data Protection by Design and by Default should be taken into 
consideration both by private and public tenders.168 Nevertheless it should be noticed that, 
in general, most of the provisions of the GDPR are mainly in interest of the private 
sector.169 
Laying down provisions emphasizing so-called embedded security is one of the main 
elements of the data protection reform. Article 25 is remarkable since for first time in this 
level in EU legislation is provided that the security should be embedded in the technology 
to be used, and that the controller must have design in advance that the surrounding 
environment by a security-oriented manner. Data Protection by Design and default are a 
clear embodiment of including this element to legislation, and an expression of recognizing 
that in order to guarantee adequate level of data protection the data security is a key 
element, which is also established as primary mean against the uncertainty and 
vulnerability arisen from development of the technology, especially from digitalisation.170 It 
should be noted that the Article 25 does not refer only to the technology, but also to the 
environment where it is processed, the organisation models i.e. people and business 
structures. 
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The idea behind including the built-in privacy to reform is to promote accountable business 
practices and innovative engineering. The new provision is supposed to change trending 
from secret tracking and hidden profiling to the transparency of the systems and data 
processing. For example the meaningful information in regards of on the algorithmic logic 
behind processing has an effect on the data subject and should be developed in data subject 
friendly way, and information related to it should be provided in understandable manner. 
DPAs of EU have recommended fuller transparency from controller, and strongly 
supported the introduction of the principles of Data Protection by Design and by Default as 
a methods to kick-start market driven solutions in the digital economy.171 
3.2. About relativeness of the fundamental rights 
Data protection is protection of individuals, but not even fundamental rights are absolute. It 
is not even possible when considering various interest of individuals and functions of 
society and economy, since one’s claim for absolute protection could result violation the 
violation of a person's human rights by another person or private, non-state actor of the 
rights of another individual. Fundamental rights, such as right to data protection, may hence 
be understood as certain kind of optimisation commands, the purpose of which is to ensure 
the rights of each individual to the largest extent. Collisions of the two or more rights shall 
be solved by balancing the interests.172  
In information law, especially on field of data protection, may be seen a clear 
transformation from regulation models protecting individuals subjective rights towards 
regulation models focusing on information infrastructures, data processing, data systems 
and in general the whole information logistics. Background for this purpose is to secure 
actual mean of individual’s rights in environment formed by networks and networked 
activities.173 
                                                 
171 See EDPS 27 June 2015 p.8, which also recommended simpler wording for requiring the rights and 
interests of the individual to be integrated in product development and default settings, but it did not result to 
any amendments in the later hearings. 
172 See Hallberg et al. 1999 p. 257 






3.2.1. Possible limitations 
Restriction or limiting of one’s rights should be necessary for guarantee the rights of 
another individual and in order to achieve an acceptable situation. The overall result of the 
balancing of interests shall be fair.174 According to the Article 52 of the ECFR the rights 
and freedoms recognized in the Charter may be limited if provided so by law and with 
respect to the essence of those rights and freedoms. Subject to the principle of 
proportionality, limitations may be made only if they are necessary and genuinely meet 
objectives of general interest recognized by the EU or the need to protect the rights and 
freedoms of others. 
When fundamental rights are effecting to the relations of private parties, it may be 
described as the horizontal effect of the fundamental rights.175 The horizontal effect may be 
direct or indirect. Direct horizontal effect means that an individual may claim to his/her 
rights under constitutional laws against other private legal person in the end directly from 
the court. In such case the fundamental rights obligate private actors directly in their mutual 
relations without further provisions in elsewhere in the legislation. Indirect horizontal effect 
means that the fundamental rights affect to the relations of private actors through secondary 
legislation. In such case the legislation shall ensure that fundamental rights are mutatis 
mutandis fulfilled among the private actors.176  
With slight generalisation, it could be stated that the GDPR is such secondary legislation 
fulfilling the fundamental rights originally provided in primary legislation. Nevertheless, 
the impact of the Regulation to strengthening data protection as fundamental right should 
not be depreciated. 
                                                 
174 Hallberg et al. 1999 p.176 
175 Horizontal effect is a concept of EU law, for example in German law similar concept in constitutional law 
is described as drittwirkung, a dimension which freely translated means third effect, and according to which in 
case of violation of an individual’s fundamental or human rights by other private actor the government can be 
held responsible for failing to prevent such violation for example by judicial or law enforcement methods. 






3.2.2. Data protection and freedom to conduct a business 
Also the right to data protection may be limited in accordance with the provisions of the 
Article 52 of the ECFR. It is also emphasised by the CJEU that the right to the protection of 
personal data is not an absolute right, and it must be considered in relation to its function in 
society. Data protection is closely linked to respect for private and family life protected by 
Article 7 of the Charter, and in the current state of data protection affairs reflected by the 
Article 1(1) of Data Protection Directive 95/46/EC which obligates the Member States 
protect fundamental rights and freedoms of natural persons and in particular their right to 
privacy with respect of the processing of personal data.177 For example, and most 
commonly, in the relation of the data subject and the controller together with the processor, 
the right to data protection may end up in a collision with the Freedom to choose an 
occupation and right to engage in work under the Article 15 of the ECFR 178 and the 
Freedom to conduct a business under the Article 16 of the ECFR. There is no clear legal 
agreement or understanding whether the right to data protection has a higher rank than the 
freedom to conduct a business in the hierarchy of the fundamental rights,179 or whether they 
carry equal weight. The CJEU has balanced fairness in collision of the right to data 
protection and the freedom to conduct a business, and in its judgement ended up implying 
these fundamental rights are equal in weight. 180 
To form productive theoretical base and factors for systematisation of perspective between 
European information law and legal informatics it shall be noticed that information is 
necessary resource to all economical and juridical activities, and it is prerequisite for 
economical effectiveness which impacts to balancing of financial actors, and that legal 
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information as well as the appropriate processing of legal information is a prerequisite for 
effectiveness of any norm system.181 
Hence the right to data protection is no absolute, and it is limited inter alia by other 
fundamental rights such as a freedom to conduct a business. Also the function of the 
internal markets of the EU, and operations of the authorities, demand some legal 
restrictions to the right of the data protection. It would be economically unsustainable and a 
violation of another rights, to obligate the controller and processor to guarantee absolute 
data protection or to perform measures that would unreasonably restrict the possibilities to 
conduct business. Hence, also according to the GDPR the data controller or processor is not 
obligated to devote to the data protection and provide absolute protection, but to perform all 
appropriate organisational and technical measures to protect the data protection of the data 
subject. Controller is also allowed to conduct business of his/her choice and within it to 
process, for example disclose, personal information under the applicable legislation. 
3.3. Obligations due to content of the Article 25 
3.3.1. From subsequent to proactive 
It has been proved that surveillance of engineering ex post, or in worst but common cases 
the evaluation of the level of data protection not until violation of right to data protection 
has occurred, is inadequate. When a series of technical or organisational measures are 
applied on processing after for example the ICT-products are already created, in order to 
ensure compliance with the protection of personal data regulations, these measures have a 
limited possibility to guarantee protection of personal data.182 In the digital age and on the 
information superhighway the different appellate remedies and fair trial play minor roles 
and are most often “too little too late” along the way.183 Instead of control-based approach 
it is required to take risk-based, or more like a process-based, approach in order to be able 
to rise to the challenges arisen for the data protection for example from the digitalisation. 
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Also the various life cycles of data require better administration of processes and 
organisations. 
A risk-based approach to data protection is one of the important novelties of the GDPR, 
which most likely provides for flexibility in the new EU data protection legal framework. 
In the some provisions of the Regulation, due to the risk-based approach, is allowed to 
adjust some of the data protection obligations to the risks presented by a data processing 
activity. In such case the nature, scope, context and purpose of the processing, as well as 
the likelihood and severity of the risks for the rights and freedoms of individuals posed by 
the data processing activities shall be taken under consideration.184  
In the Nordic countries is launched a concept of modern European constitutional state. At 
the very core of the constitutional state is the individual, and nowadays the rights of the 
individual in different life situations are protected much earlier and more vigorously than 
before.185 The European Commission has stated that also the data protection should come 
first and not be an afterthought, as expression of which the Data Protection by Design and 
Data Protection by Default are essential principles in EU data protection rules.186 Besides 
the Data Protection by Design and default the risk-based, subsequent, approach is expressed 
the provisions for appointment of a representative in the EU by a non-EU controller or 
processor, documentation requirements, and security requirements.  
Such risk-based-approach is also related to timing of processing. According to the Article 
25 of the GDPR actions should be taken besides during the processing, also when 
determining the means for processing and by default, i.e. also in advance. When the 
processing approached based on the risks related to the particular processing, such risks and 
appropriate measures for data protection may not be evaluated subsequently. 
3.3.2. Data Protection by Design 
Design as word itself is not mentioned anywhere else in the regulation or is recital part 
besides the headline of the Article 25 presented above. According to the Article the 
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controller is, both at the time of the determination of the means for processing and at the 
time of the processing itself, obligated to implement appropriate measures which are 
designated to implement data protection principles in an effective manner and to integrate 
the necessary safeguards into the processing in order to comply the GDPR and protect the 
rights of data subjects.187 
As we know, Europeans will not embrace technology they do not trust, and such mistrust 
especially when groundless is an issue in digital economy. But such mistrust is also 
understandable, since the users must be and feel safe and secure when they connect online. 
Just like in the physical world, cybercrime cannot be tolerated. Besides, some of the most 
innovative and advanced online services, electronic banking and health services, would 
simply not exist if new technologies were not fully reliable. 
So far, the internet has proved remarkably secure, resilient and stable, but IT networks and 
end users’ terminals remain vulnerable to a wide range of evolving threats: in recent years, 
spam e-mails have grown to the point of heavily congesting e-mail traffic on the internet - 
various estimates suggest between 80 % to 98 % of all circulating e-mails - and they spread 
a wide range of virus and malicious software. There is a growing scourge of identity theft 
and online fraud. Attacks are becoming increasingly sophisticated, when considering inter 
alia trojans, botnets and so on, and often motivated by financial purposes. They can also be 
politically motivated as shown by the recent cyber-attacks that targeted Estonia, Lithuania 
and Georgia. According to the Digital Agenda addressing those threats and strengthening 
security in the digital society is a shared responsibility of individuals as much as of private 
and public bodies, both at home and globally. Inter alia industries should also be 
encouraged to further develop and implement self-regulatory schemes, in particular as 
regards protection of minors using their services, and in the EU data protection must be, 
also online, effectively enforced using the widest range of means of which one is the wide 
application of the principle of Privacy by Design in the relevant ICT technologies, to 
dissuasive sanctions wherever necessary. The Digital Agenda also refers to importance of 
the protection of critical information infrastructure, related to which implementation of the 
EU action plan will trigger a wide range of measures in the field of network and 
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information security and the fight against cybercrime. Data protection is especially 
important to be built-in to such critical systems.188 
Idea of the Data Protection by Design is not completely new; built-in privacy solutions are 
already familiar concept in system and network developing. The aforementioned term, 
which is referred to in Digital Agenda, Privacy by Design, is an approach to systems 
engineering originally developed by Information and Privacy Commissioner of Ontario, 
Canada, dr. Ann Cavoukian, which takes privacy into account throughout the whole 
engineering process, it a philosophy of embedding privacy into the design, operation and 
management of information technologies and systems, across the entire information life 
cycle.189 Privacy by Design has been gradually developed from the concept of Privacy 
Embedded Technology (PET), which is closely related to the nowadays widely used 
principle of data minimisation190, which is also included to the GDPR, and that is not only 
relevant for information technology systems, but also for organisations and methods in 
general, and hence also for more effective data protection authorities.191 There is some 
confusion, whether, and to what extent, the Article is supposed to implement this global 
concept of Privacy by Design. For the sake of clarity, later in this presentation for referring 
to the Article 25 of the GDPR is used the term “Data Protection by Design” and for 
purposes of the aforementioned general concept of Privacy by Design the term “Privacy by 
Design”. 
Approach of Privacy by Design is based on seven foundational principles, which also are 
the objectives aimed to by performing system engineering under it. Firstly, taken actions 
for should be proactive, not reactive, i.e. the idea is to prevent privacy breaches in the first 
place instead of just performing remedying in case such damages occur. Also the legislation 
implementing Privacy by Design should focus on supporting preventative measures instead 
just focusing on sanctions and indemnification provisions. Secondly, the Privacy should be 
the Default Setting, which may be understood as privacy by default within the engineering 
or as a default original setting in the program delivered to the end-user.192 Third principle 
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(objective) is embedding privacy into design, which is the heart of the Privacy by Design in 
practise, and requires the prerequisites for privacy taken under consideration in each 
technical solution of the system or ICT product. Fourthly with Privacy by Design is aimed 
to full functionality, which Cavoukian describes to be a state of Positive-Sum, not Zero-
Sum.193 Fifth principle is providing end-to-end security, which means that protection of the 
privacy shall cover the whole lifecycle of the data. In some interpretations this has been 
seen as protection of the full lifecycle of individual, but from perspective of software 
engineering and data protection the view seems odd. Sixth principle, visibility and 
transparency, is well known and common for several practices of law. It’s key content is 
described as “keep it open”, which as a quite complicated expression in the world of open 
data, open source code and other open solutions.194 Seventh, and final, principle is respect 
for user privacy, which means that technical solutions and engineering should be kept user-
centric.195 
Seven data protection principles presented above sound more that reasonable and there is a 
clear ordering for including Privacy by Design to the legislation. Since now the controllers 
and processors have performed Privacy by Design in varyingly, including separation of 
processing for different goals, storing locally and keeping data anonymous.196 Such 
measures don’t fit the needs of businesses in digital age and occasional implementation of 
Privacy by Design is not acceptable. The increasing number of data security beaches during 
the recent years in the all of the EU Member States implicates that security breaches may 
be a structural problem for an information society that is increasingly dependent on the 
good performance of networks. Varying interpretation of appropriate level of Privacy by 
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Design causes differencing in implementation of right and the voluntary measures may not 
be seen effective enough, especially when there is no obligation to demonstrate the privacy 
compliance or not in any case even actual obligation to perform measures required by 
Privacy by Design. Aforementioned is also related to a scope of Privacy by Design, since it 
should cover all relevant parties in addition engineering, such as producers and developers 
of ICT products and services.197  
When comparing the objectives of Privacy by Design above and presented grounds for 
including it to legislation, one may notice that they are similar to objectives of including 
Data Protection by Design to the GDPR, and hence the natural conclusion is that the 
purpose of the regulator is to implement the idea of Privacy by Design to the GDPR by its 
Article 25. This observation also eases the interpretation of the Data Protection by Design 
provisions by widening the academicals basis, since recitals of the GDPR stating on the 
matter are quite general in nature. 
It should be noted, that to some extent and for high-risk situations, some kind of variation 
of Privacy by Design and PET thinking is already included to the Data Protection Directive 
95/45/EC, since, in short, according to the Article 17 (Security of processing) of the 
Directive, the controller must implement appropriate technical and organisational measures 
to protect personal data against all unlawful forms of processing198 to ensure a level of 
security appropriate to the risks represented by the processing and the nature of the data to 
be protected. Nevertheless, the content of Article 17 of the Directive actually more related 
to the Article 24 of the GDPR on responsibility of the controller. 
With the provision of the Regulation especially should be paid attention that guaranteeing 
data protection should be implemented both at the time of the determination of the means 
for processing and at the time of the processing itself. This means combining data oriented 
strategies, which include inter alia hiding, separating and aggregating data; and process 
oriented strategies, which include inter alia informing, controlling and enforcing of 
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processing.199 Data Protection by Design also means means that the data protection is no 
longer something that may be evaluated afterwards; on the contrary it should be evaluated 
beforehand and through the whole process. This fulfils the idea of risk-based approach, 
since the possible risks for data protection should be evaluated in advance and mechanisms 
to turn down such risks should be embedded to processes. The concept is an example of 
value sensitive design, wherein the human values are taken into account in a well in a well-
defined matter throughout the whole process, for example in software products and 
services. 
3.3.3. Data Protection by Default 
Data Protection by Default is more self-explanatory than Data Protection by Design. In the 
Article 25 s besides the data provision by design provided that the controller shall 
implement appropriate technical and organisational measures also for ensuring that, by 
default, only personal data which are necessary for each specific purpose of the processing 
are processed. This obligation applies to the amount of personal data collected, the extent of 
their processing, the period of their storage and their accessibility. In particular, such 
measures shall ensure that by default personal data are not made accessible without the 
individual's intervention to an indefinite number of natural persons. Data Protection by 
Default is a tool for strengthening European policies to combat breaches of privacy and 
personal data security, especially in relation to prevent cybercrimes and violation of 
children’s rights.200 As well as the Privacy by Design it is objected to restore online trust 
and security of the EU citizens.201 
Data Protection by Default has two dimensions. At one level it means that in order to 
implement measures for data protection the controller must, by default, select the 
techniques that are the most protective of individuals’ privacy and data protection.202 It also 
means that when a customer acquires a new product or service the strictest privacy settings 
automatically are automatically applied. In other words, no manual change to the privacy 
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settings should be required on the part of the user.203 In particular, such measures shall 
ensure that by default personal data are not made accessible without the individual's 
intervention to an indefinite number of natural persons. 
Individual may perform self-regulation that consists of the attempts of users to secure their 
privacy by their own expertise, actions and technical means. This includes the privacy 
settings, selecting browsers and excluding spam and cookies. Many users in networks are 
very careless and apparently disinterested in using these means.204 
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4. ‘By Design and by Default’ in practice 
4.1. Organisational and technical measures 
The principles of Data Protection by Design and default represent the conceptual evolution 
of privacy since, as described in the Chapters 3.2 and 3.3they obligate to include all the 
necessary security requirements for data protection at the initial implementation stages of 
such developments, and put in place mechanisms to ensure that only personal information 
needed for each specific purpose are processed “by default”.205 Provisions are evaluated in 
general, and stated to fit for their purpose with minor doubts. Very profound evaluations of 
accomplishing in practice could not be made, since the GDPE actually has quite broadly 
drafted rules and many references to national laws of Member States,206 and such further 
implementation, guidance and future case-law will have significant effect to actual content 
of the provisions. Hardest criticism is appointed to this uncertainty of application, 
especially in relation to technical obligations, and recognising responsible for processing 
personal information.207 Now once the normative rules are settled, the attention should be 
focused to effective implementation of compliance.208  
Data protection will become an integral part of the technological development and the 
organisational structure related to product or service. While the GDPR is not incredibly 
detailed with regard to which specific steps companies should take on a technical level, it is 
clear that both principles will be applied in practice on 2018, which is not that far way, and 
need to play a role in current and future developments within organisations.209 This means 
embedding data protection into the design specifications and architect of technologies, 
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business practices, employee guidance, physical infrastructures and support services. It 
should be remembered that Privacy by Design and default is, in the spirit of the whole 
reform, technology neutral.  
In practice, described in short, the Data Protection by Design and default requires that each 
new service or business process that makes use of personal data must take the protection of 
such data into consideration for the whole life cycle of the data, and in development of 
systems and processes. 
4.1.1. Appropriateness of measures  
ENISA has stated that Data Protection by Design and default is a technical approach to a 
social problem. Obviously technology cannot help with all related aspects. Especially in the 
field of privacy, which touches various basic rights topics, such as freedom of expression 
and press, or protection from discrimination, issues have to be tackled in a grander scheme 
by society as a whole. There is a caveat to this, since a significant part of the low-level 
privacy invasion is the direct result of the internal functioning of technical systems. Hence, 
while the incentives and will to invade privacy may be social problems, the actual ability to 
do so is a technical problem in many instances. Hence, dealing with it at the technology 
level is necessary.210 Both, Data Protection by Design and Data Protection by Default, 
obligate to implement appropriate technical and organisational measures in order to ensure 
adequate level of data protection. While evaluating appropriateness of such measures, 
should be taken into the state of the art, the cost of implementation and the nature, scope, 
context and purposes of processing as well as the risks of varying likelihood and severity 
for rights and freedoms of natural persons posed by the processing.211 According to the 
Recital 76 of the GDPR the likelihood and severity of the risk to the rights and freedoms of 
the data subject should be determined by reference to the nature, scope, context and 
purposes of the processing. 212  
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As already introduced in the Chapter 2.1.1 “Data on Markets”, processing data within 
commercial activities includes several risks. For example, there is a confidentiality risk, 
resulting from the events where the systems are not reliable, or in case of infringement the 
maintenance tries to hide event, because of the effect to their good will value. 213 Many 
privacy properties are fragile with respect to composition, i.e., if a system that fulfils a 
certain property is embedded within or connected to another system, it is hard to assess if 
that privacy property is preserved. Similarly, even if two systems that fulfil a given 
property are combined, the resulting composed systems might not fulfil the property that 
was individually provided by both systems.214 In the other hand improved privacy might 
add user burden and friction to a system. Mental models and metaphors from the brick and 
mortar world might not always work in the cyber world. Furthermore, the complexity of the 
system increases even if naive implementations are considered. Privacy properties might 
add even more complexity, often by distribution of knowledge and power. However, this 
makes it more difficult to determine responsibilities if something went wrong. Other risks 
are for example risks related to payment, unauthorized use of profiles, technical solutions, 
system and system environment, processing methods and just pure cyber criminality and 
several more, list is endless.215 In addition, for the user it is not always clear why Privacy 
by Design and default matters, if consent is asked, and hence the processors may have a 
motivation to provide consent as solution to data protection, since it is easier and more 
commercial to implement. It is very unfortunate that considerable proportion of the society 
seem to think that if something does not want to be revealed to the general public, it should 
not be disclosed in the first place.216 This may been seen problematic also for free digital 
internal markets, wherein the asset, i.e. data, is avoided to be disclosed by individuals. 
It should be noted that most of the risks for trade in network are related to global nature of 
such networks. Agreements and rights based on such agreements are not necessarily 
enforceable in event of negligence and cross-border over jurisdictions may cause 
difficulties to choice of law -questions and application of law.217 System manufacturers and 
standardisation bodies are usually not addressed by the data protection law, but rather 
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industry positive and thereby market driven. However, it seems that privacy as a product is 
not a success. Due to network effects, it is even to observe that privacy-intrusive products 
are more successful than diligently developed products in line with privacy principles. But 
even when Privacy by Design principles are applied, this does not guarantee lawfulness. 
For instance, the developed systems may be in conflict with other legal obligations, for 
example demanding or retaining data that would not be necessary for the purpose. 
Furthermore, there are no or little incentives for industry to apply Privacy by Design since 
there are no or little penalties for developments not compliant with Privacy by Design. 
Moreover, there is still a lack of design methodologies and tools that are integrated in 
software development environments.218 
Risk should be evaluated on the basis of an objective assessment, by which it is established 
whether data processing operations involve a risk or a high risk. For example migrating to 
cloud computing is not a trivial task. The cloud is a different model that both techies and 
non-techies are not used to working with. Hence, organisations is needed to perform several 
measures already in advance, in the spirit of Data Protection by Design, involving for 
example proper education of staff, needs assessment, where projects should not be driven 
by the hype, but rather, organisations should know exactly why they are moving to cloud 
computing and what is expected from the switch, and the risks assessment, since cloud 
computing is not a risk-free technology.219 WP 29 prioritized to provide guidelines or 
processes in regards of notion of high risk and DPIA as priority to help and accompany 
controllers and processors to get prepared for the entry into force. Such guidance will have 
significant effect on evaluation on level of appropriateness.220 And already, for example 
WP 29 recommends performing a privacy impact assessment before launching a new 
application in the Internet of Things. WP 29 emphasizes the need for users of smart devices 
to remain in control. In its evaluation WP 29 has seen inter alia a risk that users are not 
made aware of the data collection in the Internet of Things or lose control over the 
subsequent use of their data.221 
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Safety, in this case secured data protection, is state of affairs where possibility of the threat 
of harmful or damaging event to become materialized is at the least. Ideal level of security 
is complete impossibility of materializing of the threat, but in real world absolute security is 
usually impossibility itself. Safety is minimizing the risk, eventually i.e. the results of the 
harmful or damaging event.222 
According to the wording of the Article 25 of the GDPR measures are considered 
appropriate, when they are effective to integrate the necessary safeguards into the 
processing in order to meet the requirements of the Regulation and protect the rights of data 
subjects. In the Recital 78 of the Regulation is stated that, in regards of appropriate 
technical and organisational measures, in order to be able to demonstrate compliance with 
the Regulation, the controller should adopt internal policies and implement measures which 
meet in particular the principles of Data Protection by Design and Data Protection by 
Default. Such measures could consist, inter alia, of minimising the processing of personal 
data, pseudonymising personal data as soon as possible, transparency with regard to the 
functions and processing of personal data, enabling the data subject to monitor the data 
processing, enabling the controller to create and improve security features. When 
developing, designing, selecting and using applications, services and products that are 
based on the processing of personal data or process personal data to fulfil their task, 
producers of the products, services and applications should be encouraged to take into 
account the right to data protection when developing and designing such products, services 
and applications and, with due regard to the state of the art, to make sure that controllers 
and processors are able to fulfil their data protection obligations. 
In practice the appropriate measures include embedding the general data protection 
principles into processes. Let take for example the principle of transparency under the 
Article 5 of the GDPR. According to the Recital 38 the principle of transparency requires 
that any information and communication relating to the processing of those personal data 
be easily accessible and easy to understand, and that clear and plain language be used. That 
principle concerns, in particular, information to the data subjects on the identity of the 
controller and the purposes of the processing and further information to ensure fair and 
                                                 






transparent processing in respect of the natural persons concerned and their right to obtain 
confirmation and communication of personal data concerning them which are being 
processed. Natural persons should be made aware of risks, rules, safeguards and rights in 
relation to the processing of personal data and how to exercise their rights in relation to 
such processing. Aforementioned sets several obligations to data controller and processor 
that shall be taken into consideration in advance during the processing, i.e. by complying 
the Data Protection by Design and default. 
Appropriateness is also related to the needs of practical life. For example, mobile 
applications are products and services through which is processed increasing amount of 
data. It has been stated that privacy (data protection) by default is the only way for apps to 
provide an opportunity for explicit consent, since the consumer must choose to share. 
Nevertheless some applications, such as messaging apps, are expected it to have access to 
personal data, such as contact list. Since according to the GDPR the explicit consent is the 
primary ground for processing, appropriate measures for gaining such consent should be 
taken under consideration when designing such apps. In the other hand is also issued that 
should we even rely on consent in the digital society. Marketing tricks, tick-in-the-box 
consents, providing information on different pages and other technical solutions has led to 
point where it may be hard to evaluate whether consent has been required appropriately, 
and whether the individual knew what he/she consented for.223 WP 29 has identifies some 
solutions in marketing and social media, which are not acceptable, inter alia 
oversimplification of the different purposes such as e-mail, social networking, content 
uploads, without any granularity; modifying the privacy policy with the intention to start 
using photos already uploaded on the platform for the promotion of the website and 
subjecting such changes to an "I accept" button without allowing individuals to continue 
using the website.224 And for example in Germany the possibility to give consent 
electronically is strictly restricted.225 In order to ensure the data subject’s possibilities to 
certain extent their autonomy with regard of processing of their data, instead of focusing on 
consent maybe we really should be focused on built–in principles.226 Further questions are 
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the applications that require consents for allowing collecting data that seems obviously 
necessary for the service being provided, and questions of responsibilities liabilities. 
Interpretations in practice of privacy (data protection) by design and default may be the big 
post-regulation issue, should the regulation come into being.227 
When companies are building new products and services select the techniques that are the 
most protective of individuals’ privacy and data protection.228 Also the privacy-friendly 
default settings should be the norm in such new products and services, for example on 
social networks or mobile apps.229 Also gathering information for future development and 
market evaluations should implement Privacy by Design, inter alia according to the WP 29, 
companies should apply adequate security and confidentiality measures, such as 
anonymisation, pseudonymisation and aggregation, when they use big data to predict 
general trends, especially if it involves the sharing of data with third parties. In particular, 
the WP 29 advocates for the "functional separation" of processing activities, meaning, for 
example, that data used for statistical or other research purposes should not be used for 
other purposes directly related to individuals.230 
Risk-based approach is more about defining the limits of acceptable risks. If risks is 
acceptable under applicable law and all necessary measures are performed, the legal 
consequences may be avoided.231 Hence, appropriate measures and their extent are always 
case specific and should evaluated in advance in order to be embedded to the processing of 
personal data. The result should be fair balance between the reasonable expectations and 
fundamental rights of the data controller, in some cases processor, and the data subject. 
After such evaluation, due Data Protection by Design and by Default, the controller (in 
some cases the processor) is obligated controllers to hardwire, as it were, data privacy 
norms into information systems development.232 
Gathering information related to decision making and especially limits to financial actor’s 
ability to process information have been centre theme already in very classic theories of 
                                                 
227 Pfeifel 2013 
228 Burton et al. on Bloomberg BNA Privacy Report 2016a p.8-9 
229 Commission factsheet 15 June 2015. 
230 WP 29 Opinion 03/2013 on purpose limitation. 
231 See Sarja – Still – Balboa-Alcoreza 1997. p.48 






rationality. 233 Theories of limited rationality lead to emphasise procedures of information 
processing and rules of such processing, where we approach to concept of processual 
rationality.234 
According to the Article 40 Associations and other bodies representing categories of 
controllers or processors may prepare codes of conduct, or amend or extend such codes, for 
the purpose of specifying the application of the Regulation. The supervisory authority shall 
approve such drafted code, amendment or extension if it finds that it provides sufficient 
appropriate safeguards. The supervisory authority may also provide an opinion on whether 
the draft code, amendment or extension complies with the GDPR and assist with removing 
possible incompliances. The Member States, the supervisory authorities, the Board and the 
Commission shall encourage the drawing up of codes of conduct intended to contribute to 
the proper application of the Regulation. The Board may also issue guidelines on 
processing operations that are considered to be unlikely to result in a high risk to the rights 
and freedoms of natural persons and indicate what measures may be sufficient in such cases 
to address such risk. Such codes of conduct are very welcome to clarify the requirements of 
appropriate and organisational measures. 
For the time being, the existing tool to evaluate appropriateness may be exploited when 
applicable in accordance with the provisions of the GDPR. Example of such is the WP 29 
purpose compatibility test, which is used to ensure that personal data is not further 
processed for purposes that are incompatible with the purposes for which the data was 
originally collected. It is still applicable, since the purpose limitation principle is one of the 
core principles of GDPR. It is also interesting in light of digitalisation, since related to it 
WP 29 has also provided a large number of examples with a view to help companies 
interpreting the principle of purpose limitation in light of innovative business trends such as 
the use of personal data in the context of big data.235 
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Under the Article 25 and the Recital 77 of the GDPR, pseydonymisation is described as an 
appropriate measure to reduce the risks to the data subjects concerned and help controllers 
and processors to meet their data protection obligations. Still, in the Recital 25 is stated that 
application of pseudonymisation to personal data the explicit introduction of 
pseudonymisation in the provisions GDPR is not intended to preclude any other measures 
of Data Protection by Design and default. Nevertheless pseudonymisation is a central 
feature of Data Protection by Design, and remarkable since it is a new concept in European 
data protection law introduced by the GDPR for a process rendering data neither 
anonymous nor directly identifying.236 
Pseynonymising means, referred for example to German law, replacing the name and other 
identifiable characteristics by a symbol, for the purpose of making identification of the 
person impossible or considerably more difficult. It should be separated from the 
anonymizing, which means anonymising altering the personal data so that the individual 
information about person or his/her relations cannot be attributed to an identifiable natural 
person, or this can only be done with an unreasonably large expenditure of time, costs and 
effort.237 Such anonymous data is not personal data and hence, falls out of the scope238 of 
the GDPR. In the Recital 26 is explicitly stated that the GDPR is no not applied to 
anonymous information, namely information which does not relate to an identified or 
identifiable natural person or to personal data rendered anonymous in such a manner that 
the data subject is not or no longer identifiable. 
In traditional thinking while data which are truly anonymous cannot be tied to an 
identifiable individual and are not considered as personal data, pseudonymous data are still 
subject to data protection law, since they could be tied to an individual. For instance in 
Germany the holder of a pseudonym can exercise rights of access relating to information by 
an online service relating to his pseudonym. It also should be remembered the terms 
anonymous and pseudonynmous are relative and that data protection authorities will look 
behind nomenclature to determine whether data truly does conform to the requirements of 
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such data. As a rule of thumb, it is quite difficult to satisfy data protection authorities that 
the data truly are anonymous unless there are very strong reasons for arguing that they 
cannot be matched, by anyone and at any reasonable cost, with the identity of identifiable 
persons.239  
Also according to the Recital 26 Personal data which have undergone pseudonymisation, is 
considered to be information on an identifiable natural person in case that it can be 
attributed to a natural person by the use of additional information. To determine whether a 
natural person is identifiable, account should be taken of all the means reasonably likely to 
be used, such as singling out, either by the controller or by another person to identify the 
natural person directly or indirectly. Furthermore, to ascertain whether means are 
reasonably likely to be used to identify the natural person, account should be taken of all 
objective factors, such as the costs of and the amount of time required for identification, 
taking into consideration the available technology at the time of the processing and 
technological developments. 
Pseudonymisation is the separation of data from direct identifiers so that linkage to an 
identity is not possible without additional information that is held separately. 
Pseudonymisation, hence, may significantly reduce the risks associated with data 
processing, while also maintaining the data’s utility. For this reason, the GDPR creates 
incentives for controllers to pseudonymise the data that they collect. Although 
pseudonymous data is not exempt from the GDPR, the controllers that use the technique 
have some releases in regards of other provisions of the Regulation.240 
Hence, to promote increasing of general level of data protection GDPR includes incentives 
for controllers to pseudonymise data. According to the Recital 29 of the GDPR in order to 
create incentives to apply pseudonymisation when processing personal data, measures of 
pseudonymisation should, whilst allowing general analysis, be possible within the same 
controller when that controller has taken technical and organisational measures necessary to 
ensure, for the processing concerned, that the GDPR is implemented, and that additional 
information for attributing the personal data to a specific data subject is kept separately. 
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Most enchanting, pseudonymisation may facilitate processing personal data beyond original 
collection purposes set in the Article 5 of the GDPR. Further processing depends on several 
factors outlined in Article 6 of the GDPR, including the link between the processing 
activities, the context of the collection, the nature of the data, and the possible 
consequences for the data subject, and wherein the pseudonymisation may be interpreted as 
‘appropriate safeguards’. Hence, the GDPR allows controllers who pseudonymise personal 
data to widen their processing purposes from the one for which data was collected. 
Furthermore controllers and processors can use pseudonymisation to help meet the GDPR’s 
data security requirements, since pseudonymisation reduces the risk of harm to data 
subjects. Pseudonymisation also lightens the obligations under the GDPR, since controllers 
do not need to provide data subjects with access, rectification, and erasing or data 
portability if they can no longer identify a data subject. This benefit is disputable due to 
definitions and relation of the anonymisation and pseudonymisation, but in case re-
identifying of a data subject is reasonably impossible, the exemption to the rights of the 
data subject applies. For example, if a controller deletes the directly identifying data rather 
than holding it separately, it may not be capable of re-identifying the data without 
collecting additional information.241 
Hence, controllers, and processors, may benefit from pseudonymisation when designing 
more flexible but still compatible information systems, but there is already general 
uncertainty in this area due to basic questions of pseudonyms and anonyms.242 The GDPR 
facilitates new possibilities of processing by pseydonymous data, but fragment provisions 
and undefined appropriate pseudonymisation causes risks, as well as the pseudonymisations 
always carry a risk of unauthorized re-identification. Hence, when making use of 
pseudonyms, the controller and processor should pay attention especially to the compliance 
with the Data Protection by Design and default. 
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4.2. Division of liabilities 
According to the wording of the Article 25 of the GDPR the Controller is obligated to 
perform the measures required by the principles of Data Protection by Design and default. 
The processor is not even mentioned in the Article. Also the principle of accountability 
refers only to controller, but is the state of affairs in practise so clear? 
In the Article 4 of the GDPR the controller is defined as the natural or legal person, public 
authority, agency or other body which, alone or jointly with others, determines the purposes 
and means of the processing of personal data; and the processor as a natural or legal 
person, public authority, agency or other body which processes personal data on behalf of 
such controller. Since the controller is the actor determinates the purposes and means of the 
processing, it seems to be a natural solution to set the controller as responsible for the 
obligations for Data Protection by Design and default.  
Unfortunately the state of affairs in practice is not that simple. First of all, there may be an 
uncertainty of the person of the controller. This issue is not new, since at the moment there 
is no clear guidance, even issued by the DPA’s, for determining when a legal person is 
considered as a data controller,243 and in the GDPR the dimension of actors processing 
personal data is divided in the similar manner as in the Data Protection Directive 95/46/EC, 
and the definitions of controller and processor have remained the same. Secondly, even 
more issues arise in possible case of multiple controllers for the same data set under, in the 
future, the Article 4(7) of the GDPR.244.  
Data processing is taking place in more and more complex business environments, since 
data processing is often performed by highly complex structures, where several parties may 
have access to or control, wholly or in part, over personal data. Data can be accessed by 
different departments of the same company, by different companies in the same group or by 
other corporate entities. Data can be backed up on a computer system in home office of one 
company and accessed by companies established to other countries over the world. Such 
multiple accesses are more and more common, as companies make use of the advantages of 
the internet to allow, and need to allow due to globalisation, company-wide access to 
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databases.245 Such networking and utilisation of technical solutions have become daily-life 
of businesses, and is getting more complex, since the out-sourcing, moving to cloud-
systems and data itself as merchandise together with electronic cooperation products are 
taking place from traditional models of having own servers with only registers for internal 
use. 
Data Protection Ombudsman of Finland Reijo Aarnio has summarized the challenges of 
current informational environment, by forming the following question:  
In the good old days, there was controller, processor and subject. Now 
there are so many other players -- now we have ‘appification.’ We know for 
example that the average EU person has 37 apps on the device in their 
pocket. -- I can’t figure out the following: Our current regulation is 
technology-neutral. Now we hear calls for changing your privacy settings, 
and in Article 23 [article 25 in the final version, note of the writer] we have 
privacy by default. So, does the responsibility for this privacy by default 
belong to the developer? The publisher? The distributor? Who is in charge 
of privacy by default? 246 
As mr. Aarnio implies, the distinction between data controller and processor is becoming 
constantly more difficult in practice, especially in the abovementioned circumstances, 
which also affects to division of liabilities The issue relates to the definition of the 
controller, since it can be very challenging to establish the entity which determines the 
purposes and means of processing of personal data’. There is recognized two issues in 
particular; firstly whether an entity is sufficiently involved in the determination of the 
purposes and means of processing to be considered a controller, and secondly whether there 
is multiple controllers. DPA’s generally hold that whether or not the company is 
independent is not the decisive factor in establishing a competency to determine the 
purposes of the processing. Control for data protection purposes differences from the one 
under corporate law, and determining is, whether or not there is a person who determines 
the purposes of the processing, and where the actual control over the data occurs, regardless 
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of control of for example business decisions. Multiple controllers, i.e. joint controllers 
under the GDPR, occur in circumstances where several persons in several independent 
units have control over the data, partly or wholly.247  
For example CJEU has ruled on the case google vs Spain that the search engine operator 
shall be an controller under the Data Protection Directive 95/46/EC, and the operations of 
the search engine shall be processing of personal data, when processed data includes 
personal data regardless of such data would be on sites maintained by third parties. This 
case proofs that even the involved parties may not agree or be aware on their role as a 
controller or processor.248 
According to the Recital 79 of the GDPR protection of the rights and freedoms of data 
subjects as well as the responsibility and liability of controllers and processors, also in 
relation to the monitoring by and measures of supervisory authorities, requires a clear 
allocation of the responsibilities under the GDPR, including where a controller determines 
the purposes and means of the processing jointly with other controllers or where a 
processing operation is carried out on behalf of a controller. Unfortunately companies 
already in practice in processes engaged multiple parties have tried to perform some sort of 
obligation-shopping, wherein each one attempts to avoid being the controller instead of 
“just” processor, and hence transfer the obligation of the controller to other parties. This 
issue has been acknowledged and many provisions of the GDPR have brought the 
obligations of the data processor and controller closer to each other, but the Article 25 
names only the controller as responsible party, which may occur to be an insufficient 
solution. Hence, it is remarkable important to structure the transactions in a way that the 
controller is also to able to fulfil the Data Protection by Design and default also within the 
processing performed by the processor. Also new phenomena bring new issues, for 
example when opening big databases, as big as big data but also smaller “big” databases, in 
the spirit of open data, new services and innovations are enabled, but in the other hand the 
liability questions related to personal data obscure.249 
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Nevertheless the issue of division of liabilities in case of multiple controllers has been tried 
to solve in the GDPR by issuing new provisions clarifying the relations of such joint 
controllers (in case such actors have been able to be determined). According to the Article 
26 of the GDPR two or more controllers they shall be joint controllers when they jointly 
determine the purposes and means of processing. In such case they shall in a transparent 
manner determine their respective responsibilities for compliance with the obligations 
under the Regulation, by means of an arrangement between them unless, and in so far as, 
the respective responsibilities of the controllers are determined by Union or Member State 
law to which the controllers are subject. The arrangement may designate a contact point for 
data subjects. Such arrangement between joint controllers shall duly reflect the respective 
roles and relationships of the joint controllers’ with regard to the data subjects, and the 
essence of the arrangement shall be made available to the data subject. The data subject 
may exercise his or her rights under the GDPR in respect of and against each of such 
controllers. Fulfilment of such arrangements in practice and protection gained thought them 
remains to be seen.  
It should be noted that the responsibility of controller may not be interpreted unattached 
from the other provisions, since the Data Protection by Design and default are all about 
implementing the general data protection principles. GDPR moves towards giving the 
processor an independent existence. Nevertheless, Blume has noted that the allocation of 
responsibilities does seem to be arbitrary, as example when comparing the Article 30 of the 
Regulation obligating the data processor to ensure data security, and Articles 31-32 where 
the notifying the Data Protection Authority is sole responsibility of the controller.250 This 
may be interpreted to arise from the relations of the controller and the processor, but 
nevertheless conflicts with the objective of reducing the administrative burden of the 
controller and weakens the protection of data subjects since the information delays due to 
additional curves in the information highway. 
Liability towards the data subject is expressed in the Article 82 of the GDPR, according to 
which any person who has suffered material or non-material damage as a result of an 
infringement of the provisions of the GDPR shall have the right to receive compensation 
                                                 






from the controller or processor for the damage suffered. Any controller involved in 
processing shall be liable for the damage caused by processing which infringes the GDPR. 
A processor shall be liable for the damage caused by processing only where it has not 
complied with obligations of the GDPR specifically directed to processors or where it has 
acted outside or contrary to lawful instructions of the controller. Both, controller and 
processor, may be exempt from liability by proving that it is not in any way responsible for 
the event giving rise to the damage. Where more than one controller or processor, or both a 
controller and a processor, are involved in the same processing and where they are, under 
paragraphs 2 and 3, responsible for any damage caused by processing, each controller or 
processor shall be held liable for the entire damage in order to ensure effective 
compensation of the data subject. Any controller or processor which has paid full 
compensation may subsequently institute recourse proceedings against other controllers or 
processors involved in the same processing. Hence, the data subject may claim for 
compensation from any party involved in processing, regardless of their role as a controller 
or processor. This is about to strengthen the rights of the individual. 
4.3. Adding value by the data protection 
Information effectiveness is traditionally understood as opposite to data protection. Data 
protection is seen to cause transaction costs which decrease the information 
effectiveness.251 
Privacy-friendly companies in this respect have a competitive edge, and the privacy-
friendly environment in Europe is the incentive that can bring innovative technology 
companies to set up shop in the EU. For example Apple is investing 1.7 billion euros in 
new European data centres, cloud computing company Salesforce.com expanded its 
investment in Europe by opening new European data centres, IBM opened new cloud data 
centers in the UK, Germany, France and Italy to offer privacy friendly services, and 
Zettabox.com, which is an example of a genuinely European cloud storage solution, 
                                                 






decided to base its operations entirely in Europe in order to provide a high quality cloud 
service, with the highest possible level of protection of personal data.252 
A stronger, simpler and clearer data protection framework is supposed to encourage 
companies to get the most out of the digital single market, fostering economic growth, 
innovation and job creation.253 The EU Data Protection Reform will be an enabler for Big 
Data services in Europe by promoting the adoption of principles such as Data Protection by 
Default and by design, enhancing transparency and fostering consumers’ trust and boosting 
competition through the new right of data portability as well as the creation of a level 
playing field for all companies active in the single market.254  
Privacy as a competitive advantage. Data protection rules in the EU are not intended to 
choke creativity but rather to provide a condition for success and competitiveness. There 
were plenty of examples of start-ups who seek competitive advantage through their privacy 
policies. But the market for privacy enhancing technologies is weak, as attested by the very 
low number of patents for PETs compared to those granted for data analytics. Data are 
increasingly profiled in silos from which the user often cannot opt out. In effect, it has been 
argued that for example social networks already themselves regulate user privacy, and 
dictate which code can be used by third parties.255 
Optimisation of measures under GPDR, such as embedding general principles, minimizing 
personal data i.e. making use of anonymous (and pseudonymous) data, and intelligent 
systems will perhaps increase costs in advance, but definitely will decrease risk of sanctions 
and costs arising from required alterations to systems, which is always more expensive and 
complicated to perform afterwards than during the planning and designing. Also the good-
will gained by for example certificates may not be even measured in money. According to 
some estimates, the value of European citizens’ personal data has the potential to grow to 
nearly trillion euros annually by 2020. Strengthening Europe’s high standards of data 
protection hence means business not a burden to innovation. As consumers are increasingly 
concerned about privacy, loss of trust translates into lost opportunities and revenues for 
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companies. Recent high profile data breaches have pushed consumers to escape from 
service providers that did not adequately protect personal data, and hence the guaranteed 
data protection is asset as itself.256 
 
                                                 







5. Securing compliance 
5.1. Self-regulation 
CJEU’s rulings and literature often refer to principle of effective impacts, effect utile, which 
is usually understood as evaluating how vastly written norms are applied in practice. 
Existence of legal norm requires that it is effective at least to certain limit i.e. it has not 
been revoked due to lack of being applied.257 The GDPR includes tools to secure 
compliance proactively and also last resort options to secure indemnification in case of 
incompliance. Latter are also supposed to have effect in advance as deterrent, which is 
supposed to encourage for compliance in order to avoid negative consequences.  
Neither the decision-making in relation to substantive values of regulation nor the 
protection of constitutional values require the use of parliamentary laws or speak only in 
favour of state-centric regulation. Questions concerning values can also be determined in 
other places than just inside the democratic procedures of constitutional states. The 
protection of those values neither requires that only parliamentary laws are used nor sets a 
prerequisite for regulation by the state centred actors. The regulation of information 
security does not have to be based at least not solely on parliamentary acts. No matter how 
we systematize information security among constitutional rights, which is largely a matter 
of controversy, there is no need to rely purely on parliamentary acts in the regulation of 
information security issues.258 For example codes of conduct in accordance with the Article 
40 of the GDPR are key element to secure the implementation of new data protection rules 
in a unifiable and reasonable way.  
Associations and other bodies representing categories of controllers or processors may 
prepare codes of conduct, or amend or extend such codes, for the purpose of specifying the 
application of the GDPR, such as with regard to, inter alia, fair and transparent processing, 
the collection of personal data, the pseudonymisation of personal data, the information 
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provided to the public and to data subjects, the exercise of the rights of data subjects and 
the measures and procedures referred to in Article 25 concerning Data Protection by Design 
and default. Hence, such codes of conduct will form the implementation and application of 
Data Protection by Design and default in practice. 
Authorities should also independently provide guidance and instructions related to Data 
Protection by Design and default. Especially smaller organisations have been largely 
overlooked, and more attention should be devoted to helping them integrate data protection 
into their everyday practices.259 
The economic temptation to reduce or save on safety is still present, and it is difficult, 
almost impossible for the regulator to know what is actually happening “on the 
field” in the organisations and processes of the data controller or the processor. Hence the 
GDPR also establishes under Articles 35-37 an obligation to controller to have a “semi-
authority”, a data protection officer, to ensure data protection at the local level. This 
obligation, originally developed in German law and established in some level in a number 
of countries, including Norway and Finland, require public authorities and major private 
companies. The data protection officer attends internal functions of the controller and 
simultaneously makes sure that in organisation is adequate awareness of data protection. 
The data protection officer shall be also a link between the data controller and supervisor, 
acting as a mediator through which information on supervisory practices and other relevant 
issues will be transmitted to the controller. The data protection officer shall be free from 
interest against the data protection, and hence steer the processing policies from neutral 
point of view.260 
5.1.1. Certification 
According to the Sub-section 3 of the Article 25 an approved certification mechanism 
pursuant to Article 42 may be used as an element to demonstrate compliance with the 
requirements set out by principles of Privacy by Design and default. The Article 42 is and 
wider expression of actions for building digital confidence, where the Commission was 
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supposed to envisage introducing an EU online trust-mark to guarantee consumer 
protection.261 In general, these mechanisms are intended to demonstrate compliance with 
also the other provisions of GDPR.262  
According to the Article 42 the Member States, the supervisory authorities, the European 
Data Protection Board263 and the Commission shall encourage, in particular at Union level, 
the establishment of data protection certification mechanisms and of data protection seals 
and marks, for the purpose of demonstrating compliance with the GDPR of processing 
operations by controllers and processors. When creating such certification mechanisms, the 
specific needs of micro, small and medium-sized enterprises shall be taken into account. In 
addition such data protection certification mechanisms or similar may be established for the 
purpose of demonstrating the existence of appropriate safeguards provided by controllers or 
processors that are not subject to the GDRP. Hence, certifications may expand the effects of 
the Regulation from its scope with positive effects for example on the consumer trust. This 
will also encourage the adherence of the controllers and processors that are obligated by the 
GDPR, since the certification, seals and marks are valid mechanism for data transfers due 
to Sub-Section 2 of the Article 42.264 
According to the Article 42 such certifications may be issued by the competent certification 
bodies under the GDPR, the competent supervisory authority, or by the Board. Where the 
criteria are approved by the Board, this may result in a common certification, the European 
Data Protection Seal. Function of the certifications shall be separated from the codes of 
conduct. As presented afore, the certificate mechanisms are intended to demonstrate 
compliance with the Regulation, while codes of conduct contribute to the proper 
application of the Regulation.265 
It should be noted that a certification pursuant to the Article 42 does not reduce the 
responsibility of the controller or the processor for compliance with the GDPR and is 
without prejudice to the tasks and powers of the competent supervisory authorities, i.e. the 
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certification enjoys certain kind of public trust but if the state of affairs is not as it seems, 
the sanctions may still be applied. 
Applying for certification shall be voluntary available via a transparent process. In the 
submittal process of such certification the controller or processor in question shall provide 
the certification body referred to above with all information and access to its processing 
activities which are necessary to conduct the certification procedure. Maximum period for 
the validity of certification shall be three years and may be renewed, under the same 
conditions, provided that the relevant requirements continue to be met. In case the 
requirements for the certification are not or are no longer met the submitted certification 
shall be withdrawn, as applicable, by the certification bodies or by the competent 
supervisory authority. 
Details of such certification mechanisms are yet to come, but this could be seen as a good 
way for private actors to ensure the adequate level of data protection in their processes, and 
to gain verifiable good-will on markets.266 WP 29 has selected certification as a priority 
subject for which to provide guidelines or processes to help and accompany controllers and 
processors to get prepared for the entry into force. 267 
5.1.2. Self-monitoring 
Also other tools may be used to monitor the level of data protection and appropriateness of 
measures, inter alia data protection impact assessment and prior consultation. 
Data protection impact assessment under Article 35 of the GDPR (hereinafter referred to as 
“DPIA”) provides that where a type of processing in particular using new technologies, and 
taking into account the nature, scope, context and purposes of the processing, is likely to 
result in a high risk to the rights and freedoms of natural persons, the controller shall, prior 
to the processing, carry out an assessment of the impact of the envisaged processing 
operations on the protection of personal data. A single assessment may address a set of 
similar processing operations that present similar high risks. DPIA provisions is quite long 
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and complex, but in short such assessment should contain a systematic description of the 
envisaged processing operations and the purposes of the processing, including, where 
applicable, the legitimate interest pursued by the controller, in addition with an assessment 
of the necessity and proportionality of the processing operations in relation to the purposes 
and an assessment of the risks to the rights and freedoms of data subjects referred. Also a 
description of measures envisaged to address the risks, including safeguards, security 
measures and mechanisms to ensure the protection of personal data and to demonstrate 
compliance with the GDPR, taking into account the rights and legitimate interests of data 
subjects and other persons considered, should be included.  
DPIA is meant for situations involving high-risks to data protection, and shall in particular 
be required in the case of a systematic and extensive evaluation of personal aspects relating 
to natural persons which is based on automated processing, including profiling, and on 
which decisions are based that produce legal effects concerning the natural person or 
similarly significantly affect the natural person, or when processing is on a large scale of 
special categories of data referred to in Article 9268 of GDPR, or of personal data relating to 
criminal convictions and offences, or when processing is a systematic monitoring of a 
publicly accessible area on a large scale. Nevertheless an unofficial and adjusted version of 
DPIA may be used for planning and performing of any other data processing as well. Also 
the provisions of Data Protection by Design and default require risk-based approach to data 
protection when determining the means of the processing and during it. 
The DPIA is based on (legal) concept related system engineering, privacy impact 
assessment (hereinafter referred to as “PIA”).269 As the term itself implies, it is a 
methodology for assessing the impacts on privacy of an activity involving processing of 
personal data and for taking remedial action as necessary in order to avoid or minimize 
negative impacts. Also described to more than just a tool, PIA may also be seen as a 
process which should cover the project from its earlier stages and continue throughout until 
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and even after the project has been deployed. A good PIA will engage interested parties to 
gather views and ideas to avoid and mitigate intrusive privacy impacts.270 For example in 
Australia PIA is more than just a compliance check; it goes all the way from legislation 
compliance to investigate how information flows behave as result of individuals varying 
choices.271 PIA of individual projects is typically undertaken well after the main design 
parameters have been set, an organisational structure committed and significant costs 
incurred, but it needs to be part of the planning of the process rather than just an after-check 
for compliance. It has been stated that the longer term, it would is desirable for privacy 
experts to be engaged at much earlier stages, when policies are being formulated and key 
choices are being made about how to meet organisational objectives. This could reduce the 
need for PIA at later stages of project implementation, although periodic compliance 
reviews will still be desirable, as there is considerable scope for privacy intrusive elements, 
or security weaknesses, to be introduced inadvertently as someone comes up with a bright 
idea to deal with operational problems.272 The wording of DPIA has taken this under 
consideration resulting that it shall be performed in advance. It should be seen as a tool to 
derive benefits for both the data subject and the controller, performed mandatory under the 
Article 35 or otherwise as a tool of internal securing of compliance.273 
PIA can contribute to ensuring that data protection is designed into new systems, but the 
link is not as direct as might be thought. Through PIA could be identify alternatives that 
may be less privacy intrusive, since these will usually be at the margins. Data Protection by 
Design and (D)PIA should overlap each other through the process to prevent an entire 
projects to be taken back to the drawing board and fundamentally re-designated.274 
True “Privacy by Design” will only be achieved when the instigators and designers of new 
systems recognize privacy at the outset as one of variables that they need to consider, 
alongside functionality, costs and other factors. Where PIA can contribute most to Privacy 
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by Design is in the cumulative retrospective effect of project proceeding more smoothly 
and with less controversy where they have minimized adverse effects on privacy. 
Conversely, where projects have encountered difficulties as a result of privacy intrusion, 
weak security of personal information, etc., organisations and professional involved will 
hopefully learn the lesson and be more conscious of the benefits of “building-in” privacy 
from the outset in future work. 275 
5.2. About effect of sanctions 
The official estimation on adequate compliance is performed by the authorities, as last 
resort by the Court. The infringements may be punished by authoritative measures from 
warning in writing in cases of first and non-intentional non-compliance to a fine under 
Article 79 of the GDPR in amount up to 20,000,000 euros or up to 4% of the annual 
worldwide turnover of the preceding financial year in case of an enterprise, whichever is 
greater. 
Also according to the Article 84 the Member States shall lay down the rules on other 
penalties applicable to infringements of this Regulation in particular for infringements 
which are not subject to administrative fines pursuant to Article 83, and shall take all 
measures necessary to ensure that they are implemented. Such penalties shall be effective, 
proportionate and dissuasive. 
Sanctions of the GDPR are rather high, since the regulator wants to secure implementation 
of Regulation in practise. Nevertheless, it shall be remembered that best regulation 
effectiveness is achieved when legal control effects directly as result of regulatory sources, 
and resorting to legal remedies and procedures is mainly unnecessary. For modern thinking 
of effectiveness criminal law and other sanctioning should be last resort measures 
supplementing security of effectiveness.276 Hence, the regulators and policy should not 
forget, or underestimate the power of “carrot”. Even optimal effects may be achieved when 
instead of focusing to the sanction systems, the development of new incentive mechanisms 
for privacy-friendly services are supported and promoted, further investigate in privacy 
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engineering is supported by research funding agencies, privacy considerations are included 
in the standardisation process by Standardisation bodies, and standards for interoperability 
of privacy features are be provided by standardisation bodies. Finally the DPA’s, which 
play an important role, should provide independent guidance and assessing modules and 
tools for privacy engineering.277 One could say that the implementation of the whole GDPR 
to business life by decision maker should carry out appropriate measures by design and by 
default, to secure the level of implementation and hence the adequate level of data 
protection. 
                                                 








Data protection has become an essential to markets and also a market asset, since by 
implementing it commercial entities may be not just avoid sanctions but also achieve 
market benefits for example in the application and platform business. Data protection also 
for more traditional business sectors, when almost all services have moved to network 
partially or completely. It is essential for example on banking and health service industry 
where consumer’s trust is the key factor for success. In research of industry implementing 
data protection in advance and as built-in has been recognized in to have benefits for both 
entities processing data and the individuals whose data is protected. EU has woken up that 
its regulation and economic state of affairs does not meet the requirements and expectations 
on the digital age when considering adequate measures to protect individual and at the same 
time promote free internal markets. Article 25 of the GDPR has been purposed to answer 
these needs. 
Firstly, the principles of Data Protection by Design and by Default are targeted to promote 
data protection proactively, not reactively. They require to move from focusing on remedial 
measures to performing preventative measures in activities related to data protection. 
Furthermore there should be explicit recognition of the value and benefits of proactively 
adopting strong privacy practices, early and consistently in order to prevent privacy risks 
from occurring for example, preventing internal data breaches from happening. Secondly, 
the data protection shall in the future realize by default, whereas the collection of personal 
information must be limited to the purposes of processing and securing of their data does 
not require further actions from the users. Thirdly the data protection shall be embedded 
into the technical and organizational solutions, not just clued on. Privacy shall be embedded 
into design of business processes, technologies, operations, and information architectures in 
a holistic, integrative and creative way. Fourthly, the data protection shall have full 
functionality which end ups to positive sums, in the future the “zero-sum games” are not 
acceptable. The level of data protection shall end up to be something more than avoiding 
sanctions. Furthermore, the Data Protection by Design and default is to add value both to 






burden in business. Innovative solutions and designs for data protections shall be 
considered from the planning of processes possible including personal data. Fifthly, the 
data should be protected for its whole life cycle, from the plans related to it to the erasing of 
it and in some cases even beyond, there should be no gaps in either protection or 
accountability. The security has special relevance here because without strong security, 
there can be no privacy. Last, but definitely not least, the processing shall be lawful, fair, 
user-friendly and transparent due to chosen solution and promoted by the chosen measures.  
As summarised, data protection must be approached through proactive measures, and not 
just in reaction to breaches or other faults and a good way to do this is to think about 
privacy issues from the very beginning of a service and product lifecycle, in the design 
phase. Furthermore the Article 25 besides fulfils the elder idea of Privacy design, but 
extends it beyond just software framework technology neutrally to every functions on 
organisations related to data processing. This all also makes the data protection solutions 
much easier to implement and to feel more trustworthy to user. 
Unfortunately the GDPR’s provisions on Privacy by Design and privacy by default may be 
too vague or generous, and sufficient application and assessment in practice of their 
provisions may cause confusion, especially to data controllers and processors of personal 
data. The appropriate level of measures under the Article 25 may be seen to achieved, when 
the number of risks are minimized and the reasonable expectations of the data subject are 
met, but also these guidelines include perhaps too vast interpretation. How vast risk 
analysis shall be performed, especially when the DPIA is not mandatory? What is high 
risk? What kind of risk is acceptable when considering that there is no possibility to 
perform riskless data processing in reality? Also protecting of reasonable expectations in 
global business may cause conflicts, considering variety of societies and jurisdictions and 
EU, and it is certain that these expectations vary for example between Scandinavia and 
Baltics. 
Current legislation has confronted several issues related to allocation of liabilities. 
Unfortunately, despite the new provisions for joint-controller and tighten conditions for 
responsibility and accountability for the controller, the division of liability between one or 






remained regrettably unclear. In regards of Data Protection by Design and by Default it is 
clearly stated that one in responsibility is the controller, but application of the GDPR as 
whole may cause confusions due to conflicts in several other provisions. Also drawing the 
line between the controller and processor is not any easier in the future, and it is certain, 
that the entities have more motivation to avoid role as the controller even though the 
liabilities of processor under the GDPR are also tried to bring closer to ones of the 
controllers’. Nevertheless both, and all, data controllers and processors are supposed to 
follow the general principles of the GDPR and respect the individual’s fundamental rights 
to privacy and data protection, which is perhaps no a new invention but when combined as 
part of consideration of liability secures at least the individual. 
It shall be remembered that provisions of GDPR do not constitute a fundamental break with 
the current framework; they embody essentially the same ideals as the latter and replicate 
the broad thrust of the current rules, albeit in modified from.278And at the end of the day, 
the GDPR is a political compromise, which sets a framework, but leaves a lots of details to 
be decided by the Member States, the Council and the courts, at this point we may only 
speculate how strictly the protection of fundamental rights will be interpreted and how 
vastly the proportionality will be applied. Hence, the one and only solution to secure proper 
implementation is an appropriate, active and consistent guidance from authorities, together 
with providing necessary more accurate guidelines as soon as possible. Rather than stick 
approach, focus should be put on carrot, and besides clarifying the regulations the 
certification and varying cachets should be brought into use quickly, resulting that 
corporates would understand the economic benefits of implementing the principles of 
Privacy by Design and default. This would also promote digital internal markets, especially 
since despite the technological neutrality of the Regulation, it can already be seen that in 
near future, especially since the Cloud Computing, Big Data and Internet of Things has 
brought totally new twist to juridical evaluation of matters. 
The GDPR and its Article 25 are directly applicable already in 2018. Hence, it is 
recommendable to commercial actors to start the implementation of Privacy by Design and 
by default at least to some extent with no delay. Nevertheless there is some uncertainty on 
                                                 






content of provisions it should be noted that general principles of the GDPR are very 
workable tool also for interpretation of the Article 25, already while waiting further 
guidance. These general principles are clear and applicable as they are, and aimed to secure 
adequate level of protection for fundamental rights in regards of data processing. Hence, 
when applying the Privacy by Design and default in practice, the most secure manner to 
fulfil the requirements of these provisions is to adapt general principles as part of 
processing of personal data from the planning throughout the whole process. Actually, the 
content and objective of Data Protection by Design and by Default is implementing these 
general principles by design and by default. 
